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1t has become popular for scholars and non-academic commentators to
claim that technological advances have reshaped consumer markets and em-
powered individuals. Some have argued that the digitization of commerce
has leveled the playing field between consumers and businesses, with the
growth of the internet, social media, and applications granting individuals
the power necessary to combat exploitative business practices. These techno-
logical changes have led some to question the necessity of continued govern-
mental intervention in consumer markets.

The existing literature fails, however, to grasp the extent to which tech-
nological innovations have empowered private firms. The omnipresence of
the internet provides businesses with unprecedented access to consumers. The
easy availability of individuals’ personal information opens the doors to a
world where firms can customize advertisements and sales contracts to take
advantage of individuals’ interests, fears, and vulnerabilities. Most impor-
tantly, the transition to digital markets has introduced a new threat to con-
sumer welfare that commentators, academics, and regulators have failed to
notice. It has fostered consumer dependence on digital reputational data,
while permitting firms to easily (and often legally) manipulate this informa-
tion.

The digital revolution will not be a panacea for consumers, and calls
for deregulation of markets are misplaced. Existing consumer protection
practices need to be wpdated to account for the evolving commercial land-
scape. In order to protect consumers’ interests in today’s markets, the state
should act to prohibit the manipulation of reputational data, restrict compa-
nies’ uses of consumer data, and foster private consumer activist actions.
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INTRODUCTION

It has become popular for scholars and non-academic
commentators to argue that the digital revolution has re-
shaped consumer markets and empowered individuals.! They

1. Wayne R. Barnes, Social Media and the Rise in Consumer Bargaining
Power, 14 U. Pa. J. Bus. L. 661, 662 (2012) (“Recently, however, some con-
sumers have used social media to assert a new kind of power over
merchants.”); S. Umit Kucuk & Sandeep Krishnamurthy, An Analysis of Con-
sumer Power on the Internet, 27 TECHNOVATION 47, 54 (2007) (“The ability of
consumers to access a variety of information sources enhances their voice at
the individual and community level, and is changing markets.”); Guilherme
D. Pires, John Stanton & Paulo Rita, The Internet, Consumer Empowerment and
Marketing Strategies, 40 EUR. J. MARKETING 936, 945 (2006) (arguing that the
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have identified the maturation of the internet, the emergence
of social media, and the incredible expansion in the accessibil-
ity of information as forces that have irrevocably changed what
it means to be a consumer.? Some have asserted that the digi-
tization of commerce has significantly leveled the playing field
between consumers and businesses, as the growth of the in-
ternet, social media, and applications grants individuals the
power necessary to combat exploitative business practices.?
These changes have led some experts to question the necessity
of traditional governmental interventions in modern con-
sumer markets.*

shift to a web-based economy has caused the “power relationship between
consumers and suppliers” to change); Jeff Howe, The Rise of the Consumerate,
Nat’t J. (June 7, 2012), http://www.theatlantic.com/business/archive/
2012/06/the-rise-of-the-consumerate /426231/ (describing how “[n]ew tech-
nologies have given consumers a lot of leverage over companies”); Brian
Solis, Corporate America, Meet ‘Generation C,” WasH. Post (June 28, 2012),
https://www.washingtonpost.com/national/on-innovations/corporate-amer
ica-meet-generation-c/2012/06,/27/g]JQAQIKGIV_story.html (“In the age of
social media, we are witnessing a C-change (as in ‘C’ for customer) in the
balance of power between consumers and businesses.”).

2. S. Umit Kucuk, Consumer Exit, Voice, and ‘Power’ on the Internet, 15 J.
REs. For ConsumERs 1, 10 (2008) (discussing how the internet has caused a
“revolutionary transformation in consumer exit and voice”); Michael B. Far-
rell, Social Media Offer New Outlet for Complaints: Consumers Get Action as Corpo-
rations Tune in, Bos. GLoBE (Nov. 3, 2011), https://www.bostonglobe.com/
business/2011/11/02/social-media-offer-new-outlet-for-customer-com
plaints/vP5m9ADZun9RUOBjUbijeN/story. html (“Social media outlets have
given consumers a real-time vehicle to express their outrage. And corpora-
tions are listening.”).

3. Josh Bernoff & Charlene Li, Harnessing the Power of the Oh-So-Social
Web, 49 MIT SrLoaN McmT. REv. 36, 36 (2008) (discussing how new technolo-
gies are “tilting the balance of power from company to consumer”); Simon
Mainwaring, The New Power of Consumers To Influence Brands, FOrBEs (Sept. 7,
2011), http://www.forbes.com/sites/simonmainwaring/2011,/09/07/the-
new-power-of-consumers-to-influence-brands/ (arguing that social media
grants consumers the power to force businesses to change their practices).

4. Scott R. Peppet, Freedom of Contract in an Augmented Reality: The Case of
Consumer Contracts, 59 UCLA L. Rev. 676, 745 (2012) (“The doctrines born
out of judicial distrust for standard form contracts were created before com-
puters, the internet, or wireless technologies—before consumers had con-
stant real-time access to information about the places, goods, people, firms,
and contracts around them.”); Havas Worldwide, Power Shift: Consumers and
Corporations Step in Where Government Has Failed, Havas WORLDWIDE (Jan. 18,
2013), http://www.slideshare.net/HavasWorldwide/havas-worldwide-prosu
mer-report-communities-and-citizenship (presenting international polling
data showing that more people believe that social media is better suited to
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Claims that new technologies will unequivocally increase
consumers’ strength and decrease the need for public regula-
tion of markets are wrong. While it is true that many of these
developments will grant consumers capabilities that were once
unimaginable, the power disparity between individuals and
businesses will continue to exist.> Additionally, the transition
to a digital economy will introduce new threats to consumer
welfare.® Recent technological advances should not be viewed
as reducing the need for governmental market interventions,
but rather should be seen as creating a need to revise existing
regulatory structures to better fit the new world.

It is easy to see why some have viewed the digital revolu-
tion as a boon to consumers. Mainstream and online media
sources have showcased a number of stories about individuals
successfully engaging in web activism—getting commercial gi-
ants like United Airlines, Amazon, and Facebook to change
internal policies or compensate aggrieved customers.” Fur-
ther, economic analysis reveals a variety of ways that online
technologies enhance consumers’ capabilities: they decrease
consumers’ search costs,® reduce informational asymmetries

resolve problems than government regulation); see also Joe Jacquot, Old Con-
sumer Protection Laws Don’t Necessarily Fit Sharing Economy, NaT’L L.J. (June 20,
2016), http://www.nationallawjournal.com/id=1202760365524/Old-Consu
mer-Protection-Laws-Dont-Necessarily-Fit-Sharing-Economy; Giacomo Lev
Mannheimer, Consumer Protection in the Digital Age: Has Innovation Displaced
Regulation?, CapX (June 7, 2016), http://capx.co/consumer-protection-in-
the-digital-age-has-innovation-displaced-regulation/ (arguing that techno-
logical innovation has decreased the need for governmental regulation of
markets).

5. See, e.g., Lauren L. Labrecque et al., Consumer Power: Evolution in the
Digital Age, 27 J. INTERACTIVE MARKETING 257, 257 (2013) (stating that some
predictions about the increase in consumer power “have come to fruition;
others have rotted on the vine”).

6. See discussion infra Sections II.A, II.C.

7. See Barnes, supra note 1, at 674-88 (summarizing successful con-
sumer activism efforts); Kucuk & Krishnamurthy, supra note 1, at 49.

8. SeeJoshua A.T. Fairfield, The Search Interest in Contract, 92 Iowa L. Rev.
1237, 1242-48 (2007) (discussing decreasing search costs in digital con-
tracting behavior).
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between consumers and businesses,® and bolster reputational
policing in consumer markets.!?

The overall effect that these developments will have on
consumer power, however, has been overstated.!! Little atten-
tion has been given to how these pro-consumer effects are in-
herently self-limiting.1? While anecdotal evidence establishes
that digitally facilitated protests can influence firms’ conduct
in certain contexts, these protests appear to be incapable of
achieving regulatory goals on a market-level scale.!® Further-
more, commentators have rarely accounted for the fact that
technology can only reduce, not eliminate, the agency costs
associated with consumers taking action against businesses.!*

Additionally, many have failed to grasp the extent to
which innovations have empowered groups other than con-
sumers. Firms’ capabilities have also been enhanced by the
digital era, enabling businesses to employ new tactics for ex-
ploiting consumers’ individual and collective weaknesses.1®
The omnipresence of the internet and social media provides

9. See Kucuk & Krishnamurthy, supra note 1, at 50-51 (discussing how
consumers in digital markets are better able to access information than con-
sumers in traditional markets).

10. See, e.g., Yubo Chen, Scott Fay & Qi Wang, The Role of Marketing in
Social Media: How Online Consumer Reviews Evolve, 25 J. INTERACTIVE MARKET-
ING 85 (2011) (reviewing studies establishing that online consumer product
reviews have powerful effects on consumers).

11. See, e.g., Steven Rosenbaum, The New World of the ‘Empowered Consumer’,
ForsEs (July 16, 2015), http://onforb.es/1Mwwtof (describing how technol-
ogy has “driven the shift from passive to empowered consumers”); Sandhya
Venkatachalam, Five Things That Make You an Empowered Consumer, WORLD
Econ. F. (Nov. 9, 2014), https://www.weforum.org/agenda/2014/11/five-
things-that-make-you-an-empowered-consumer,/ (claiming that “[e]nter-
prises have to view their customers . . . in a new light” because of technologi-
cal empowerment).

12. See discussion infra Section IL.B.

13. See discussion infra Section I1.D.

14. See discussion infra Section I1.B.

15. See Ryan Calo, Digital Market Manipulation, 82 GEo. WasH. L. Rev. 995,
1003-18 (2014) (describing how technology has granted firms new capabili-
ties that allow them to take advantage of consumers); Brian Fung, Internet
Providers Want To Know More About You Than Google Does, Privacy Groups Say,
Wasn. Post (Jan. 20, 2016), https://www.washingtonpost.com/ news/the-
switch/wp/2016/01/20/your-internet-provider-is-turning-into-a-data-hungry
-tech-company-consumer-groups-warn/ (describing the ability of telecom
and cable companies to monitor every action their customers take online).
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businesses with unprecedented access to consumers.'6 The
availability of incredible amounts of personal information
opens the doors to a world where advertisements and sales
contracts are customized to take advantage of individuals’ in-
terests, fears, and vulnerabilities.!” Advances in monitoring
and communication capabilities will allow firms to actively
manage their customers and prevent disputes from being
brought before the state bodies that regulate markets.!8

The shift to digital markets has also introduced a new
threat to consumer welfare that commentators, academics,
and regulators have failed to notice. The growth of the in-
ternet and online applications has increased individuals’ reli-
ance on customer reviews and other reputational informa-
tion.!? This has created large economic incentives for firms to
try to influence how they are portrayed on the websites and
applications that review their products. These incentives have
started to manifest in a multitude of different ways—firms
posting duplicitous reviews or contracting with third parties to
do the same, review-hosting companies allegedly extorting
money from reviewed companies, etc.?? Federal and state reg-
ulators have been slow to react to these developments, permit-
ting the corruption of reputational information and allowing
businesses to undermine a force that would punish exploita-
tive business practices.

16. See Richard Hanna, Andrew Rohm & Victoria L. Crittenden, We’re All
Connected: The Power of the Social Media Ecosystem, 54 Bus. Horizons 265, 272
(2011) (“Social media platforms . . . have begun to revolutionize the state of
marketing, advertising, and promotions.”); Steven Melendez, Customized or
Creepy? Websites and Your Data, a Guide, Fast Company (July 6, 2016), http://
www.fastcompany.com/3061205/ customized-or-creepy-how-websites-toe-the-
line-with-user-data (describing how companies can use cookies and other
mechanisms to collect information about their customers’ digital activities);
Getting to Know You, EcoNnomisT (Sept. 13, 2014), http://www.economist.
com/news/special-report/21 61587 1-everything-people-do-online-avidly-fol
lowed-advertisers-and-third-party (detailing how “[e]verything people do on-
line is avidly followed by advertisers and third-party trackers”).

17. See Calo, supra note 15, at 1016-18.

18. See discussion infra Section I1.D.

19. See Michael Anderson & Jeremy Magruder, Learning from the Crowd:
Regression Discontinuity Estimates of the Effects of an Online Review Database, 122
Econ. J. 957, 957 (2012) (discussing how technology has increased the im-
portance of reviews and other reputational information to consumers).

20. See discussion infra Section IL.A.
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Given all of these threats to consumer well-being, it is
clear that the digital revolution is far from a panacea and that
large scale deregulation of markets would be a mistake. Tech-
nology will cause consumer and firm behaviors to change sub-
stantially, creating new dangers to individuals’ welfare and
threatening the health of commercial markets. Even if the
technologically enhanced efforts of consumers become power-
ful enough to prevent some abusive conduct, there are some
forms of exploitation that can only be addressed through gov-
ernmental intervention.

It is worth noting at the outset that the government has
taken a patchwork approach to consumer protection issues
and market regulation. While the Federal Trade Commission
(FTC) can be viewed as the main public entity responsible for
promoting consumer welfare, there are many different federal
and state actors that control consumer protection efforts.2!
Just as multiple governmental bodies may sometimes assert ju-
risdiction over the same issue, some consumer problems do
not fall squarely within the ambit of any regulatory actor. Many
of the exploitative uses of technology discussed in this Article
appear to fall outside of agencies’ traditional bounds.

Existing regulatory practices will have to be revised to ac-
count for technological changes and new rules will need to be
put into place. State and federal actors must begin actively po-
licing private sector practices and prohibiting conduct that un-
fairly disadvantages consumers. For instance, the state should
bar companies from intentionally manipulating consumer re-
view information and limit their ability to collect and use indi-
viduals’ data. The government should also take steps to bolster
consumer awareness and empower consumer activism move-
ments.

After providing a brief overview of the traditional justifica-
tions for state intervention in consumer markets, Part I dis-
cusses how digital technologies, the maturation of the web,
and the rapid growth of social media can enhance the power
of consumers. It also describes the arguments that some have
made about how these technological enhancements decrease

21. See Edward M. Crane, Nicholas ]J. Eichenseer & Emma S. Glazer, U.S.
Consumer Protection Law: A Federalist Patchwork, 78 Der. Couns. J. 305, 305
(2011) (“Federal consumer protection law reflects piecemeal congressional
efforts to protect consumers.”).
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the need for state regulation of consumer markets. Part II es-
tablishes flaws in the arguments of proponents of deregula-
tion. It describes a variety of factors that will mitigate con-
sumer gains in bargaining power. Most significantly, it de-
scribes how the digitization of commerce has fostered
consumer dependence on reputational information and, at
the same time, has provided firms with low-cost opportunities
to manipulate such data. Part III discusses how consumer pro-
tection laws will have to change to remain effective in the mod-
ern era. It begins with a summary of the primary ways that the
government regulates consumer markets, then moves on to
describe reforms that would prevent abusive commercial prac-
tices in a digital environment.

1.
CONSUMER VULNERABILITIES AND REMEDIAL TECHNOLOGIES

Concern for the welfare of consumers has a long history
of motivating governmental intervention in markets.?? In its
infancy, the state’s primary involvement in consumer protec-
tion efforts involved imposing common law liabilities on busi-
nesses for harms caused by their products.?> As markets
evolved, the goods and services being sold to consumers be-
came more complex and the state instituted further forms of
regulation. Legislatures passed laws establishing certain com-
mercial standards and created administrative bodies responsi-
ble for overseeing certain market sectors.?* In the modern era,
new regulatory measures seem an inevitable consequence of
any major development in consumer markets.

22. See CaroryN L. CArTER, NaTional. ConsUMER Law CeENTER, Con-
SUMER PROTECTION IN THE STATES 5-6 (2009) (describing the historical ante-
cedents to modern state consumer protection laws); Mark E. Budnitz, The
Federalization and Privatization of Public Consumer Protection Law in the United
States: Their Effect on Litigation and Enforcement, 24 Ga. St. U. L. Rev. 663, 663
(2008) (describing the forces driving the enactment of consumer protection
legislation); Victor E. Schwartz & Cary Silverman, Common-Sense Construction
of Conswmer Protection Acts, 54 U. Kan. L. Rev. 1, 6-14 (2005) (providing a
history of consumer protection efforts in the twentieth century).

23. See CARTER, supra note 22, at 5-6; Schwartz & Silverman, supra note
22, at 6-8 (discussing the two different models of enforcement).

24. See Budnitz, supra note 22, at 666—77 (describing the current status of
federal and state consumer protection laws); Schwartz & Silverman, supra
note 22, at 15-16 (describing the history surrounding the enactment of state
consumer protection acts).
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This general pattern is almost certain to repeat itself when
it comes to the changes introduced by the digitization of com-
merce. Oddly, many of the scholars and social commentators
that have theorized about the digital revolution and consumer
markets have myopically focused on its positive characteris-
tics.2> While they correctly identify ways these developments
will empower individuals, they fail to recognize that they will
also imperil consumers’ interests.

A.  Commercial Exploitation in Traditional Markets

In the wake of Supreme Court decisions like ATET v.
Concepcion®® and Mutual Pharmaceutical Co. v. Bartlett,>” there
has been a renewal of interest in consumer protection law
among legal academics. Scholars have documented growing
hostility to consumer suits in the judiciary.?® They have argued
that the state needs to play a larger role in protecting consum-
ers from private commercial entities, advocating for pro-con-
sumer doctrinal changes, legislation, and agency actions.?®

25. See, e.g., sources cited supra notes 2-3.

26. AT&T Mobility LLC v. Concepcion, 563 U.S. 333 (2011) (affirming
the enforceability of arbitration clauses in consumer contracts that prohibit
class-based suits, even when class-based relief is the only mechanism capable
of providing consumers with an economically rational means for pursuing
their claims).

27. Mut. Pharm. Co. v. Bartlett, 133 S. Ct. 2466 (2013) (holding that the
existence of federal drug labeling laws was sufficient to preempt consumers’
state-based tort law claims against generic drug manufacturers, effectively
immunizing generic drug manufacturers from common law liability).

28. See, e.g., Lee Epstein, William M. Landes & Richard A. Posner, How
Business Fares in the Supreme Court, 97 MINN. L. Rev. 1431, 1471 (2013) (find-
ing that “the Roberts Court is much friendlier to business than either the
Burger or Rehnquist Courts, which preceded it”); J. Maria Glover, The Struc-
tural Role of Private Enforcement Mechanisms in Public Law, 53 WM. & Mary L.
Rev. 1137 (2012) (describing how the Supreme Court has limited private
enforcement mechanisms); Max N. Helveston, Judicial Deregulation of Con-
sumer Markets, 36 Carpozo L. Rev. 1739 (2015) (arguing that the judiciary
has trended towards an anti-consumer jurisprudence); Erwin Chemerinsky,
Op-Ed., Justice for Big Business, N.Y. Tmmes (July 2, 2013), http://
www.nytimes.com/2013/07/02/opinion/justice-for-big-business.html?_r=0
(stating that the Supreme Court “consistently favors manufacturers over con-
sumers” and has “sharply limit[ed] class action suits against companies”).

29. See MARGARET JANE RaDIN, BOILERPLATE 154-186, 217-42 (2013);
Helveston, supra note 28, at 1769-81; Rory Van Loo, Helping Buyers Beware:
The Need for Supervision of Big Retail, 163 U. Pa. L. Rev. 1311, 1382-92 (2015).
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State intervention, they contend, is justified because con-
sumers lack the ability to effectively negotiate the contractual
terms set by the companies from whom they buy goods and
services.?® Companies have become increasingly cognizant of
this dynamic and have demonstrated that they have no qualms
about structuring sales in ways that maximize their utility at
the expense of their customers’ interests. This has led to the
gradual degradation of consumers’ rights.®! For example,
modern contracts for the sale of goods typically use arbitration
clauses, choice of law provisions, and prohibitions against
class-based relief to severely restrict individuals’ ability to hold
the company accountable for breaching their contracts.2

The standard explanation for why private actors fail to ef-
fectively police exploitative commercial practices is set forth in
economic terms. In most consumer transactions the cost asso-
ciated with an individual contesting a term (or informing the
retailer that she would prefer a different term) is substantial,
the potential utility gains are small, and the likelihood of suc-
cess is minimal.?® These three factors taken together make it
inefficient for any individual consumer to even attempt to ne-
gotiate alternative terms.3* Exacerbating this tendency is the
fact that the terms offered by all of the firms within a market
are often the same.?> This effort-reward calculus is often so
unbalanced that it is inefficient for consumers to spend time
even learning about the terms of their commercial transac-
tions.?% Other private market forces—like inter-firm competi-

30. See Daniel D. Barnhizer, Inequality of Bargaining Power, 76 U. Coro. L.
Rev. 139, 149-150 (2005) (describing the standard view of the negotiating
dynamic between consumers and firms); Andrew A. Schwartz, Consumer Con-
tract Exchanges and the Problem of Adhesion, 28 YALE J. oN Rec. 313, 346-48
(2011) (describing consumers’ lack of power and non-negotiable contracts).

31. See RapIN, supra note 29, at 19-51.

32. Id.

33. See id. at 12; Michael 1. Meyerson, The Efficient Consumer Form Contract:
Law and Economics Meets the Real World, 24 Ga. L. Rev. 583, 594-608 (provid-
ing an overview of the standard law and economics explanation of con-
sumer-firm contracting).

34. See RaDIN, supra note 29, at 12; Lee Goldman, My Way and the High-
way: The Law and Economics of Choice of Forum Clauses in Consumer Forum Selec-
tion Clauses, 86 Nw. U. L. Rev. 700, 716-17 (1992).

35. See W. David Slawson, Standard Form Contracts and Democratic Control of
Lawmaking Power, 84 Harv. L. Rev. 529, 556-61 (1971).

36. See sources cited supra note 30.



2016] REGULATING DIGITAL MARKETS 43

tion and pro-consumer efforts spearheaded by private enti-
ties—have often failed to effectively combat exploitation, as ev-
idenced by the continued use of abusive terms in consumer
contracts.?”

Consumer advocates have long argued that the private
market’s failure to adequately protect consumers justifies ac-
tive state regulation of these markets. Over the course of the
twentieth century, these advocates have often succeeded in
their lobbying efforts, resulting in the passage of a variety of
legislative and regulatory measures at every level of govern-
ment. For example, Congress amended Rule 23 of the Federal
Rules of Civil Procedure concerning class action suits to make
suits based on small consumer claims economically viable.38
State legislatures enacted consumer protection acts prohibit-
ing unfair and deceptive commercial practices, often allowing
successful complainants to recover attorney’s fees and statu-
tory fees.®® Federal and state administrative agencies like the
FTC, the Securities and Exchange Commission, and the Con-
sumer Financial Protection Bureau were created and charged
with protecting consumers from abusive commercial practices.

Since the turn of the century, federal and state legisla-
tures have passed a number of large acts that advance con-
sumer interests in specific commercial contexts. In the wake of
the 2007 financial crisis, the federal government enacted the
Dodd-Frank Wall Street Reform and Consumer Protection
Act,*® which contains a multitude of provisions that protect

37. See, e.g., Aaron E. Ghirardelli, Rules of Engagement in the Conflict Between
Businesses and Consumers in Online Contracts, 93 Or. L. Rev. 719, 733-42
(2015) (discussing the use of exploitative terms in online contracts); Myriam
Gilles, Opting Out of Liability: The Forthcoming, Near-Total Demise of the Modern
Class Action, 104 Mich. L. Rev. 373, 375-77 (2005) (describing the growing
use of collective action waivers in consumer contracts).

38. See Kenneth W. Dam, Class Actions: Efficiency, Compensation, Deterrence,
and Conflict of Interest, 4 J. LEcaL Stup. 47, 48 (1975) (describing how the
changes to the procedural rules reduce transactions costs, increase individ-
ual compensation, and deter wrongful conduct); Judith Resnik, Lessons in
Federalism from the 1960s Class Action Rule and the 2005 Class Action Fairness Act:
“The Political Safeguards” of Aggregate Translocal Actions, 156 U. Pa. L. Rev.
1929, 1940 (2007) (“[T]he drafters of Rule 23 assumed that groups of plain-
tiffs . . . would enable federal judges to enforce federal regulations aimed at
corporate misbehavior.”).

39. See CARTER, supra note 22, at 5-6.

40. 12 U.S.C. §§ 5301-5641 (2010).
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consumers from commercial entities’ exploitative practices.*!
The crisis also inspired the executive branch to push the FTC
to bolster its policing of markets and charter studies on how
technological advances are changing commercial entities’ be-
haviors, creating a need for new forms of regulation.*? Like-
wise, concerns about abusive conduct in health insurance mar-
kets contributed to the passage of the Patient Protection and
Affordable Care Act,*® which proscribed insurers’ more ques-
tionable practices.**

Despite these successes, many commentators and scholars
believe that state regulation of markets remains inadequate,
arguing that governmental efforts have failed to prevent con-
sumer exploitation in a variety of contexts.*> They also disa-
gree about the best way to improve upon the status quo. While
some advocate on behalf of class action reform, others focus
on improving statutory consumer protection acts, and still
others have favored more robust market regulation by state or
federal agencies. Some proposals have been particularly popu-
lar among consumer-rights scholars. First, concerns about the
fairness of the mandatory arbitration clauses contained in
many consumer contracts have led to calls to limit or ban their
use.*6 Similar worries have induced support for circumscribing
the enforceability of contract provisions that limit businesses’
liabilities and consumers’ remedies.*” Finally, a cohort of
scholars has argued that the United States should adopt regu-

41. See Arthur E. Wilmarth, Jr., The Dodd-Frank Act’s Expansion of State Au-
thority to Protect Consumers of Financial Services, 36 ]J. Corp. L. 893 (2011)
(describing the Act’s consumer protections).

42. See FEp. TRADE CoOMM’N, PROTECTING CONSUMER PRIVACY IN AN ERA OF
Rapib CHANGE: RECOMMENDATIONS FOR BUSINESSES AND POLICYMAKERS
(2012), http://ftc.gov/0s/2012/03/120326privacyreport.pdf.

43. Pub. L. No. 111-148, 124 Stat. 119 (2010).

44. See Kathleen Sebelius, Affordable Care Act at 3: Consumer Protections,
Waite House Broc (Mar. 18, 2013), https://www.whitehouse.gov/blog/
2013/03/18/affordable-care-act-3-consumer-protections (discussing the con-
sumer protections in the Affordable Care Act).

45. See, e.g., Helveston, supra note 28, at 1739 (documenting the rise of
an anti-consumer jurisprudence in federal courts); Christopher R. Leslie,
The Arbitration Bootstrap, 94 Tex. L. Rev. 265 (2015) (arguing that the judici-
ary and legislatures have enabled private firms to use arbitration clauses to
exploit consumers); Van Loo, supra note 29, at 1311 (documenting anticom-
petitive behaviors by large retail firms).

46. See, e.g., Leslie, supra note 45.
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lations that are modeled on the European Union’s Directive
on Unfair Terms in Consumer Contracts.*® While many of
these proposals are good ideas, none of these would be suffi-
cient to address the threats to consumer welfare that will arise
in a digital economy.

B. Consumer Empowerment Through Innovation

Recently commentators have argued that the growing
centrality of social media and the internet in modern life has
helped level the playing field by providing consumers with
more effective means for combating exploitative commercial
practices.* The arguments that they rely on to support the
claim that digital marketplaces empower consumers are typi-
cally couched in economic theory and include references to
well-publicized events of consumer activism. There are three
factors that stand out as being at the core of many of these
analyses of how digitization will increase consumer protection:
(1) decreases in consumers’ search costs for products, (2) re-
ductions in the informational asymmetries between consumers
and businesses, and (3) drastic changes in the role of reputa-
tional effects in consumer markets.

High search costs are one of the factors that disadvantage
consumers in traditional modes of commerce. In competitive
markets—i.e., where consumers have the ability to choose
from several businesses when purchasing a good or service—
consumers must perform an initial search to discover what
products exist that could satisfy their needs.5° The costs associ-
ated with gathering this information can deter a consumer
from selecting the product that would maximize her utility.5!
For example, the amount of effort that it would take someone

48. See Ghirardelli, supra note 37, at 753-62, 768-70; Michael L. Rustad
& Maria Vittoria Onufrio, Reconceptualizing Consumer Terms of Use for a Global-
ized Knowledge Economy, 14 U. Pa. J. Bus. L. 1085, 1189-90 (2012).

49. See, e.g., Pires, Stanton & Rita, supra note 1 at 936; Simon Mainwaring,
The New Power of Consumers to Influence Brands, FOrBes (Sept. 7, 2011), http://
www.forbes.com/sites/simonmainwaring/ 201 1/09/07/the—new—power—of—
consumers-to-influence-brands/; Solis, supra note 1 (“In the age of social me-
dia, we are witnessing a C-change (as in ‘C’ for customer) in the balance of
power between consumers and businesses.”).

50. See Fairfield, supra note 8, at 1242-48 (discussing search costs in con-
tracting behavior).

51. Id.
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looking for a laptop to become aware of Company X’s product
could be large enough that she purchases Company Y’s infer-
ior, but more easily discovered, product.5?

Search costs impair consumer choice in other ways as
well. Even if a consumer is aware of multiple companies’ prod-
ucts, she must expend further effort to learn about the prod-
ucts’ features and terms of sale.>® Additionally, if these prod-
ucts or terms of sale are difficult for the consumer to discover
or understand, then her search costs will be even greater. For
instance, even if a consumer greatly values warranties of
merchantability and the availability of class-based relief, the
costs associated with learning which companies’ sales contracts
contain these terms may cause her to make purchases that do
not reflect these preferences.

The growth of the web has catalyzed reductions in both
types of search costs. Initial search costs are dramatically mini-
mized in the digital era.>* Online retailers like Amazon and
Google Shopping give consumers the ability to generate long
lists of products that could satisfy their desires with very little
effort. Similarly, social media sites like Reddit and Facebook
provide consumers with low cost opportunities to receive simi-
lar information from other individuals. Search costs are re-
duced even for products and services that are only available
through companies’ proprietary websites, as browsing many of
these sites will still typically require less effort than collecting
an equivalent amount of information offline.

In addition to making it easier for consumers to access
and compare basic information about companies’ products
and services, the digital era has helped smooth informational
asymmetries between businesses and consumers.>® Tradition-
ally, consumers only had access to the information provided by
the company in its marketing materials and product packag-
ing. While information from governmental bodies (e.g., safety
warnings, recalls) or media outlets (e.g., reviews in consumer
reports) could give consumers additional information, it was
most often the case that consumers were severely limited in

52. Id.

53. Id. at 1247-48.

54. Id. at 1275-77.

55. See Leyland F. Pitt et al., The Internet and the Birth of Real Consumer
Power, 45 Bus. Horizons 7, 8 (2002).



2016] REGULATING DIGITAL MARKETS 47

what they could learn about products. Much of the informa-
tion that consumers might consider important was inaccessi-
ble. Businesses, however, had access to information from prod-
uct development, internal tests, customer complaints, and
other sources. This informational disparity was particularly
pronounced in markets where consumers made infrequent
purchases, as individuals in these markets had little personal
experience to draw upon to aid their decision making.

Similarly, it was difficult for individuals to access informa-
tion about other consumers’ commercial experiences in the
pre-digital era. In order to provide such access, an entity would
have to spend countless work-hours surveying the public, ana-
lyzing their responses, and then coming up with a means of
conveying this information to consumers.?® Transmitting the
information to consumers was a particularly daunting task—
not only were there high publication and distribution costs,
but also even the best modes of distribution were unable to
ensure that consumers would be able to access key informa-
tion at the time when it would be most helpful to them.>? Fur-
ther, the fact that individuals’ opinions were being mediated
through third parties raised concerns about bias or industry
capture of the entities presenting the reviews. Because of these
structural barriers, reputational information about many prod-
ucts and services was hard (if not impossible) to find.

The internet, and social media apps, have helped expand
consumers’ access to information by creating an environment
where the aggregation and publication of certain data is, for
the first time, economically viable.5® Entities no longer have to
incur large costs to collect consumers’ reviews of businesses—
individuals have demonstrated that they will freely volunteer
such information through online forms and applications.>®

56. See Yubo Chen & Jinhong Xie, Third-Party Product Review and Firm
Marketing Strategy, 24 MARKETING ScI1. 218, 218 (2005) (“Moreover, the In-
ternet and fast-developing information technology have significantly re-
duced reviewers’ information-delivery cost and consumers’ information-re-
trieval cost.”).

57. SeeFiona Scott Morton, Consumer Benefit from Use of the Internet, 6 INNO-
VATION PoL’y & Econ. 67, 73-75 (2006) (describing how the digital revolu-
tion has improved the ability of third-party reviewers to get information to
consumers).

58. Labrecque et al., supra note 5, at 261-62.

59. See, e.g., Kucuk, supra note 2, at 6 (stating that the internet has made
“collecting information from consumers less costly for companies”); Press
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Further, not only is consumer access to online content increas-
ing rapidly, but digital publication is also considerably faster
and less expensive than print media.®® Many of the internet’s
most popular websites collect individuals’ views about products
and businesses: Amazon has its product star ratings and cus-
tomer comments; Yelp provides user reviews of restaurants and
retail establishments; Reddit and traditional message boards
contain discussions of virtually every commercial good or ser-
vice; etc.

The practices of online retailers and the growth of digital
communities have increased consumers’ ability to obtain infor-
mation about products. First, many companies selling items on
the internet present product information in a relatively uni-
form, consumer-friendly format. Because most product infor-
mation is not portrayed consistently (if at all) in physical sales
environments, online practices reduce the toll that informa-
tion collection imposes on consumers and facilitate the com-
parison of products.®! Second, websites that feature products
from multiple companies typically provide consumers with the
ability to identify key characteristics (e.g., price thresholds,
warranties) that they are looking for and filter out all items
that do not match these criteria.®?? Furthermore, social media
and consumer-oriented sites make it easier for consumers to
learn about different companies’ terms of sale and to compare
companies’ offerings against one another. Finally, the digital
era has made it much easier for individuals to have their prod-
uct-related questions answered by others.5® Company and re-
tailer websites often include features that allow users to submit
inquiries to product representatives, while social media sites
allow individuals to obtain similar information from other con-

Release, ReleaseWire, New Soc. Network Gives Big Cos. Free R&D While
Consumers Speak Their Innovative Minds (Sept. 26, 2014), http://www.
releasewire.com/ press-releases/new-social-network-gives-big-companies-free-
rd-while-consumers-speak-their-innovative-minds-549402.htm.

60. Michael Anderson & Jeremy Magruder, supra note 19, at 957 (discuss-
ing how technology has lowered the costs of making reputational informa-
tion available to consumers).

61. Kucuk & Krishnamurthy, supra note 1, at 50-51.

62. Behrang Rezabakhsh et al., Consumer Power: A Comparison of the Old
Economy and the Internet Economy, 29 J. CoNsUMER PoL’y 3, 13-14 (2006) (dis-
cussing the increase in consumers’ ability to search for and review product
information).

63. See Pitt et al., supra note 55, at 8.
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sumers.%* In creating more efficient avenues for consumers to
obtain information about products, the internet has granted
individuals the ability to make smarter pre-purchase decisions
and has strengthened companies’ incentives to provide good
service.

By catalyzing the collection of consumer knowledge and
reducing search costs, the digital revolution has transformed
the role that reputational effects have in consumer markets.
Businesses in the pre-digital era were not immune to reputa-
tional effects; the opinions of those with broad reach (e.g., rat-
ing organizations, popular media outlets) could significantly
affect a company’s bottom line. However, large corporations
could ignore the complaints of individual consumers with little
risk of substantial repercussions.®®> For instance, a national
manufacturer of vacuum cleaners would have little reason to
care if an individual was upset by the company’s poor product
quality and its refusal to recognize its warranty obligations. Un-
less such a disgruntled consumer’s complaints managed to at-
tract larger media attention, his views would have a negligible
impact on the company’s revenue.

The digital era has increased the likelihood that compa-
nies that provide poor service and ignore consumer com-
plaints will be exposed. As noted earlier, social media plat-
forms like Facebook, Yelp, and Twitter have drastically re-
duced the amount of effort that consumers must exert to
protest commercial entities’ actions.®® This reduction in costs
has created an environment where the views of individual con-
sumers actually have the potential to affect the commercial be-
haviors of a substantial number of their peers. The importance
of digital consumer reviews has not been lost on firms.%?

Commentators have also supported their claims about
consumer empowerment with anecdotal information about

64. Rezabakhsh et al., supra note 62, at 16.

65. See Barnes, supra note 1, at 683.

66. See Farrell, supra note 2; Labrecque et al., supra note 5, at 263;
Rezabakhsh et al., supra note 62, at 16.

67. See Bernoff & Li, supra note 3, at 36-38; Scott McCartney, The Airlines’
Squeaky Wheels Turn to Twitter, WaLL ST. J. (Oct. 26, 2010), http://
www.wsj.com/articles/SB10001424052702304173704575578321161564104;
Corinne Purtill, The Turbulent World of Airline Twitter Accounts, CNN.com
(Aug. 21, 2015), http://www.cnn.com/2015/08/21/travel/airline-twitter-
personalities/.
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successful consumer protests.® One commonly cited example
is how consumers started an online campaign that succeeded
in getting a national bank to change the terms of use of its
debit cards.% In 2011, a recent college graduate who was strug-
gling to make ends meet—Molly Katchpole—learned that
Bank of America had decided to charge its customers a five
dollar monthly fee if they made purchases with one of the
bank’s debit cards.”’ Frustrated and upset by this news,
Katchpole started a petition protesting the fee on Change.org.
In an attempt to get others to sign her petition, Katchpole
used Facebook and Twitter to reach out to everyone in her
social networks and encouraged everyone who signed the peti-
tion to do so as well. These efforts alone were sufficient to get
over ten thousand individuals to sign the petition. After
Katchpole sent a tweet to ABC News, her story got attention
from a number of national news outlets, and the number of
signatures ballooned to over 300 thousand. Facing what ap-
peared to be an exponentially growing tsunami of bad public-
ity, Bank of America eventually announced that it would no
longer be charging the debit card fee.”!

There have also been instances where social media has en-
abled consumers to expose business practices that may have
escaped notice in the pre-digital era. In 2000, members of sev-
eral online communities uncovered that Amazon had covertly
been charging its customers different prices based on each
customer’s personal characteristics.”> While price discrimina-
tion (or “dynamic pricing”) in the sale of goods resides in a
grey area of legality, many consumers were outraged upon
learning about Amazon’s practices.” This led to digital pro-
tests and, eventually, mainstream media coverage of the con-
troversial practice.”* Because of the potential damage this

68. See, e.g., Bernoff & Li, supra note 3, at 36-37; Farrell, supra note 2.

69. See, e.g., Farrell, supra note 2; Howe, supra note 1; Ben Rattray, Victory
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could do to the business, a spokeswoman for Amazon issued a
statement claiming that the company’s use of differential pric-
ing had been merely a test and that the company would no
longer be experimenting with such practices.”> While it is
likely that Amazon’s pricing scheme would have been uncov-
ered eventually, communications among online consumers
undoubtedly accelerated its exposure.

The public controversy concerning Facebook’s revision of
its terms of service provides a final example of the stories used
to support claims of consumer empowerment. In February
2009, Facebook modified the language in its user agreement
in ways that diminished users’ rights concerning any content
that they published on the site.”® Under the revised agree-
ment, the license granted by the user to the company would
no longer automatically expire upon the user’s removal of the
content—essentially granting Facebook permanent rights to
all user content.”” Websites focused on protecting consumer
rights quickly broadcast warnings concerning the revision in
Facebook’s terms of service, the story spread rapidly on social
media sites, and thousands of people began to protest the
changes. Discontent spread further as more individuals
learned of the issue through blogs, mainstream media broad-
casts, and (ironically) their friends’ Facebook pages. Facing
mounting pressures, the company announced that it would be
reverting back to its former terms of service and that it had
never intended to use users’ content in exploitative or unfair
ways.”® In order to further quell the public uproar, Facebook
also established a “Facebook Statement of Rights and Respon-
sibilities,” a document outlining what constituted permissible
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76. See Barnes, supra note 1, at 675-78. For a discussion of an earlier
controversy involving changes in Facebook’s terms of services and consumer
protest, see Ryan Radia, Again, Facebook Sparks Controversy then Bows to User
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and impermissible uses of user content by the company.” Fi-
nally, the company promised to seek public input concerning
future changes in its terms of service.

Beyond these incidents, commentators have drawn atten-
tion to multitudes of other incidents where digital capabilities
have allowed consumers to claim victories over businesses.
Consumer protests have forced airline carriers to issue public
apologies for poor customer service and make promises of in-
ternal reforms.8° Fear of public relations issues has led compa-
nies to create social media accounts specifically for responding
to consumer complaints and, in many cases, consumers have
been able to use these avenues to obtain relief that would have
previously been inaccessible to them.8!

C. (De)Regulatory Implications

Most discussions of consumer rights in the digital market-
place have portrayed technological advancement as having a
progressive effect, one that has enabled consumers to have a
fighting chance in their battles with businesses. The successes
that consumers have had over corporate interests have been
celebrated as modern day instantiations of David defeating Go-
liath, with individuals’ digitally enhanced actions assuming a
central role in the narrative. Many accounts of digital markets,
however, fail to discuss the role that governmental regulation
plays (or could play) in these markets.

Certain scholars, however, have questioned the necessity
of government intervention in digitally enhanced market-
places.®2 They have suggested that the shifts in power associ-
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ated with technological change have undermined the tradi-
tional justification for state regulation of consumer markets.%3
Some of their arguments have focused on reductions in search
costs, arguing that state intervention will no longer be needed
as technology enables consumers to be fully informed about
the content of consumer contracts and the availability of alter-
native goods and services.®* Others have focused on how the
digital world has made it easier for consumers to protest unfair
practices and has exacerbated the consequences for compa-
nies that overreach.®> Essential to these arguments are assump-
tions that the majority of consumers will actually take advan-
tage of their newly bestowed digital capabilities and that free
market forces will be sufficient to police private entities’ con-
duct.

At the core of these anti-regulatory positions is a belief
that consumer markets are capable of regulating the conduct
of commercial entities with minimal or no state involvement.
They posit that, so long as a market is competitive and there is
not collusion among businesses, consumers seeking to maxi-
mize their utility will create financial incentives that are strong
enough to prevent commercial entities from being able to ex-
ploit individuals.®¢ For instance, they might contend that laws
making certain warranties mandatory are unnecessary be-
cause, if such warranties are actually that important to con-
sumers, then competitive pressures will force all companies to
provide such warranties.?” If a company were to offer its prod-
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ucts without important warranties, then consumers would not
buy its products and the market would “speak” against its
move. If a change in a term of sale does not impact a busi-
ness’s sales, then this should be taken as evidence that the
changes are something that consumers do not care about.

It is worth considering how traditional critiques of laissez-
faire markets apply to arguments for self-regulation in the digi-
tal era. One of the major objections to having private forces as
the primary regulator of markets draws upon findings in be-
havioral economics that demonstrate that individuals do not
behave in accordance with the predictions of traditional eco-
nomic models.?® A full review of the relevant findings in this
field is outside the scope of this paper, but it is worth consider-
ing a few examples of consumer biases that could interfere
with regulatory duties.®® Within the realm of consumer insur-
ance, studies have shown that many individuals will purchase
low-deductible products over alternatives, even when the low-
deductible products are priced inefficiently.”® Further, con-
sumers’ willingness to purchase overly expensive low-deducti-
ble policies is inconsistent across different lines of insurance,
indicating that consumer biases are stronger in some commer-
cial contexts than others.”! Additionally, the presence of the
potential for a rebate will cause many consumers to purchase a
product that is economically inferior to a similar product, even
when the post-rebate cost of the former exceeds the latter.9% If
individuals cannot consistently make decisions that maximize
their welfare, then it seems fair to question whether they will
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be able to make wise decisions about when to protest firms’
conduct.

Another major objection to privatizing regulation con-
tends that modern markets do not possess the type of differen-
tiation needed for consumer demand to effectively police con-
duct. Whereas traditional economic theory would predict that
businesses in competitive markets would attempt to capture
greater market share (and, by doing so, maximize income) by
offering contractual terms that are more consumer friendly
than those of their competitors, data from actual markets indi-
cate that this is typically not the case.®® There are a number of
explanations for why businesses have not acted as traditional
economic theory predicted they would. First, it could be the
case that, despite antitrust laws proscribing horizontal agree-
ments among competitors, businesses have conspired with one
another and agreed to not engage in term experimentation. A
second possibility is that market conditions are such that it is
in firms’ interests to offer consumers one-sided terms.”* A
third, most plausible explanation posits that term uniformity is
the result of businesses non-collusively mimicking each other’s
conduct and being too risk-averse to try new terms.? So long
as all (or nearly all) of the sellers in a particular market adopt
this type of conservative approach, there is little chance that
competitive pressures will drive companies to adopt more con-
sumer-friendly practices.?¢

Even if one were convinced that consumers’ cognitive lim-
itations and market homogeneity make it a bad idea to allow
self-regulation of consumer markets in the pre-digital era,
whether this remains true in the digital era must be consid-
ered separately. It is possible that modern technology could
empower consumers and businesses in ways that would miti-
gate or eliminate the barriers that prevented effective self-reg-
ulation in the past. For instance, flaws in consumer reasoning
have become increasingly well documented and information
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about these shortcomings is available for free online. Even if
the vast majority of the public will not educate themselves
about these issues, it is possible that some of the individuals
that do will find ways to operationalize this knowledge and cre-
ate products that will help consumers make better choices.

Similarly, it appears likely that the digital era will lower
the costs to companies of experimenting with using different
sales contracts or offering consumer-customizable terms of
sale.?” Indeed, legal scholars have described how technology
has reduced the economic barriers to more individualized
sales practices. While examples of this type of customization in
actual consumer markets remain uncommon, it is possible that
these practices will become widespread as companies become
more technologically adept and consumer expectations
evolve.

While it appears obvious that some aspects of the digital
revolution have empowered consumers, attempting to quan-
tify this effect seems like a difficult, if not impossible, task. Sim-
ilarly, conclusively stating whether these effects are strong
enough to encourage deregulation of consumer markets ap-
pears to be a claim that cannot be justified a priori. Rather
than focus on these large, possibly irresolvable issues, the re-
mainder of this Article focuses on a topic that has received
insufficient attention—how consumer interests are harmed by
the expansion of the internet and social media. It then goes
on to analyze how these effects interact with existing regula-
tory structures and how policy changes could protect consum-
ers and promote healthy markets.

1I.
THE Limits or PRivaATE REGULATION AND NEW FORMS OF
COMMERCIAL EXPLOITATION

It is clear that the digitization of commerce will confer
certain benefits upon consumers. It is equally obvious that
modern technological advances have the potential to intro-
duce new threats to consumer welfare. Yet commentators’ dis-
cussions of digital markets have been dominated by portrayals
of empowered consumers and more balanced playing fields.%®
While a handful of academic articles have considered how

97. See discussion infra Section II.C.
98. See discussion supra Section 1.B.
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technological advances could harm consumers’ interests, none
have attempted to address this issue comprehensively.?® This
Part addresses the deficiencies in the existing literature in two
ways. First, it creates a theoretical framework that synthesizes
and organizes the concerns identified by others into a coher-
ent whole. Second, and perhaps more importantly, it identifies
a class of threats to consumer welfare—the manipulation of
digital reputational information—that, until now, has escaped
notice.

The remainder of this Part provides an overview of the
four ways that the movement towards increasingly digital mar-
kets poses a threat to consumer welfare. It begins by describing
the concept of digital reputational manipulation, a practice
that has flown under the radar of consumer watchdogs, but
that could result in businesses having much greater power
than they had in pre-digital markets. It goes on to discuss how
technological advancements will enhance firms’ advertising
and negotiating capabilities. Next, it describes how the in-
creases in consumers’ bargaining power conferred by technol-
ogy will be subject to cognitive and social limitations. Finally, it
will describe how digital markets will lead to consumer com-
plaints being resolved through less effective private mecha-
nisms, while covertly undermining support for the types of reg-
ulatory approaches that maximize consumer welfare.

A.  Manipulation of Digital Reputational Information

It is surprising that scholars have paid so little attention to
the impact that intentional manipulation of online reputa-
tional data could have on consumers. This is particularly the
case given the importance that consumer generated reviews
have assumed in modern commerce. By increasing consumer
reliance on review information without taking steps to prevent
the corruption of reputational information, the digital era
opens the door to businesses exerting new forms of power
Over consumers.
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vacy Policies: Contracting Away Control over Personal Information?, 111 PENN. ST.
L. Rev. 587 (2007) (discussing privacy issues); Robert A. Hillman & Jeffrey J.
Rachlinski, Standard-Form Contracting in the Electronic Age, 77 N.Y.U. L. Rev.
429 (2002) (analyzing only how consumers could be affected by the use of

boilerplate contracts in online commerce).
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As discussed earlier, many have argued that the digital
revolution has empowered consumers by increasing their abil-
ity to access other individuals’ reviews of products and services.
These scholars contend that individuals having access to these
data enables individuals to make decisions that better maxi-
mize their welfare, and helps to ensure that there are financial
consequences for bad business practices. While these claims
appear to be reasonable on their face, they are premised on
several unrealistic assumptions.

The digitization of commerce has fostered consumer reli-
ance on reviews, both those posted by other shoppers (e.g.,
Yelp and Amazon users) and professional reviewers (e.g.,
CNET’s technology experts). As individuals’ access to the in-
ternet has expanded, so too has their reliance on digital repu-
tation information.'°® Survey data have shown that an increas-
ing number of consumers view online reputational informa-
tion as one of the most important factors influencing their
commercial behavior.!! Studies by economists have con-
firmed that online reviews significantly influence consumers’
actual behaviors.'92 The effect of reputational information has
become so substantial that one leading business expert has de-
scribed it as “the single most powerful impetus driving con-
sumer decisions.”103

The fact that reputational information has started to as-
sume a central role in these markets, however, will not necessa-
rily translate to welfare gains to consumers. Whether this

100. See, e.g., Sonja Utz, Peter Kerkhof & Joost van den Bos, Consumers
Rule: How Consumer Reviews Influence Percetved Trustworthiness of Online Stores,
11 Erec. Comm. REs. & Arpps. 49, 54-55 (2012) (stating that two empirical
studies of consumers found online reviews have “more impact on final trust-
worthiness judgments than other cues”); Under the Influence: Consumer Trust
in Advertising, NIELSEN (Sept. 17, 2013), http://www.nielsen.com/ us/en/
insights/news/2013/under-the-influence-consumer-trust-in-advertising.html
(summarizing survey results showing an increase in consumers’ trust of con-
sumer reviews and editorial content).

101. See, e.g., Jonathan Welsh, The Impact of Online Consumer Reviews, HUF-
FINGTON Post (Sept. 27, 2013), http://www.huffingtonpost.co.uk/jonathan-
welsh/the-impact-of-online-consumer-reviews_b_3668007.html.

102. See, e.g., Anderson & Magruder, supra note 19, at 957-59 (reviewing
the findings of other studies and presenting data demonstrating that online
review information has large effects on businesses).

103. David C. Edelman, Branding in the Digital Age: You're Spending Your
Money in All the Wrong Places, HArv. Bus. Rev., Dec. 2010, at 65.
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change leads to consumer empowerment is highly dependent
on the integrity of reviews. Even if it seems likely that easy ac-
cess to high quality, unbiased reviews would have the salutary
effects described earlier,!°* it is not clear that these parameters
will be satisfied in the real world. If the data that consumers
are relying on is manipulated or contaminated, then consum-
ers’ reliance on this type of information could actually make
them more vulnerable to exploitation than they were in the
pre-digital era.

Another way of thinking about the threat that manipula-
tion of digital reputational information poses to consumer wel-
fare starts by considering how the growth in the importance of
reviews will affect businesses’ incentives. The increasing impor-
tance of reputational information may drive some firms to
adopt more consumer-friendly behaviors, as doing so will de-
crease the odds that they will receive negative reviews.!> How-
ever, it also creates strong incentives for firms to act in ways
that do not benefit consumers, namely by encouraging busi-
nesses to find ways to manipulate review information to their
benefit.10¢

Private firms’ interests in manipulating reputational infor-
mation are likely to manifest in two different ways. First, the
businesses that control the platforms containing reputational
information will have large incentives to leverage their control
to extort money from other companies. Second, firms that are
subject to reviews will be driven to explore non-traditional
means for controlling how they are portrayed.

1. Review Firms and Self-Interested Manipulation of Reputational
Markets

The growth in consumer demand for reviews of commer-
cial goods has created a burgeoning market for the provision
of such information. While no entity has managed to become
the dominant force across the entire commercial field, there
are a number of firms that have asserted primacy over particu-
lar market sectors, at least with users in particular geographic
areas. Examples of sector-dominant companies within the
United States include Yelp (for reviews of small businesses and

104. See discussion supra Part 1.
105. See Rezabakhsh et al., supra note 62, at 26.
106. See id. at 14.
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restaurants) and TripAdvisor (for reviews of hotels and vaca-
tion-related services).

The business models of most firms that collect and pro-
vide access to consumer reviews contain highly problematic
conflicts of interest. Because such firms typically do not charge
users fees to access or post reviews, they tend to rely on adver-
tising contracts with the businesses that are featured on their
site to generate revenue.!°? This puts review firms in the diffi-
cult position of having to reconcile their obligations to provide
consumers with genuine reviews and their interest in provid-
ing services that businesses will pay for. Given how important
reviews have become for businesses, review firms possess in-
credible leverage over other companies and could potentially
extract large rents in exchange for promises to portray firms
positively (or to avoid portraying them negatively). If review
firms act in this way, the accuracy and trustworthiness of re-
views would plummet and consumers would lose one of the
primary advantages they gain from digital marketplaces.

There are indications that review firms are already engag-
ing in this type of behavior. The most well-known lawsuit con-
taining allegations of such conduct is Levitt v. Yelp! Inc.1°® In
Leuvitt, several small business owners alleged that “Yelp extorted
or attempted to extort advertising payments from them by
manipulating user reviews and penning negative reviews of
their businesses.”'%® More specifically, the business owners
claimed that Yelp removed favorable reviews from (and added
negative reviews to) the profiles of businesses that refused to
purchase their services. Additionally, they claimed that Yelp
used similar measures to retaliate against business owners who
spoke out against the company’s practices.!'® While the U.S.
Court of Appeals for the Ninth Circuit affirmed the district
court’s dismissal of these claims, its primary basis for doing so
was that the alleged conduct did not constitute a violation of
California statutory or common law.!!! The court, notably, did

107. See Eric Goldman, Court Says Yelp Doesn’t Extort Businesses, FORBES
(Sept. 3, 2014), http://onforb.es/11zzTOi (describing review hosting com-
panies’ conflict of interests).

108. Levitt v. Yelp!, Inc., 765 F.3d 1123 (9th Cir. 2014).

109. Id. at 1126.

110. See id. at 1127-29.

111. Id. at 1130-37.
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not rule as to whether Yelp actually engaged in the alleged
conduct.!!?

While Yelp has been the most frequent target for claims of
intentional manipulation,!!® other review companies have
been accused of engaging in similar behaviors.!1* All of the
review companies deny any wrongdoing.!'®> For purposes of
this paper, whether particular claims of manipulation are true
is not as important as the fact that these claims demonstrate
how the digital revolution has opened the door to new forms
of commercial exploitation. The prevalence of these types of
allegations is sufficient to demonstrate how the increased im-
portance of reputational information and the growth of com-
mercial review entities could threaten consumer interests.

2. Firms’ Efforts to Assert Control over Reputational Data

The importance of online reputational information has
also caused companies to explore new ways of affecting how
they are portrayed in digital reviews. Savvy business owners
have already begun using different tactics—many of which are
of questionable legality—to influence their online reputations.
Given the extent to which reviews can influence the success of
businesses, it would be surprising if the number of firms will-

112. Id. at 1137 (stating that the “business owners have not alleged a legal
theory or plausible facts to support the theories they do argue”).

113. See, e.g., Noel K. Gallagher, Owner of Portland Restaurant Accuses Yelp of
Manipulating Reviews, PORTLAND PrEss HERALD (Sept. 14, 2015), http://www.
pressherald.com/2015/09/14/portland-restaurateur-accuses-yelp-of-manipu
lating-reviews/; Nate C. Hindman, Kelly Calandro Claims Yelp Deleted Her Res-
taurant’s Positive Reviews After She Refused To Buy Ads, HUFFINGTON PosT (Sept.
14, 2012), http://www.huffingtonpost.com/2012/09/14/kelly-calandro-yelp
-verace-restaurant_n_1885576.html.

114. See, e.g., Consumer Cellular, Inc. v. ConsumerAffairs.com, No. 3:15-
CV-1908-PK, 2016 WL 3176602 (D. Or. Feb. 29, 2016); The League of Cal.
Homeowners v. Better Bus. Bureau, No. E053423, 2012 WL 5836053 (Cal.
Ct. App. Nov. 19, 2012); Eric Goldman, Angie’s List Must Defend Fraud Charges
over Pay-to-Play Review Manipulation, Forses (Aug. 12, 2015), http://onforb.
es/1gA9kal.

115. See, e.g., Goldman, supra note 114; Vince Sollitto, Yelp Extortion Con-
spiracy Theory Debunked . . . Again, YELP OFricIAL BLoc (Feb. 4, 2016), http://
officialblog.yelp.com/2016/02/yelp-extortion-conspiracy-theory-debunkeda
gain.html.
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ing to push the boundaries of legality did not increase over
time.!16

Companies have attempted to game online review systems
in a variety of ways. Despite the fact that many review sites for-
bid companies from offering customers incentives to post re-
views, it appears as though many firms have engaged in this
type of conduct.!!” Similarly, some companies have attempted
to get their customers to contractually agree that they will not
review the company negatively.!!® Companies have also hired
third parties to author glowing reviews of themselves and make
disparaging comments about their competitors.!1® While the
prevalence of such practices is difficult to gauge, a consent de-
cree entered into between the New York Attorney General and
nineteen businesses in 2013 indicates that these behaviors are
not all that uncommon.!2°

116. See, e.g., Dina Mayzlin et al., Promotional Reviews: An Empirical Investiga-
tion of Online Review Manipulation (Nat'l Bureau of Econ. Research, Working
Paper No. 18340, 2012), http://papers.ssrn.com/sol3/papers.cfm?abstract
_id=2128860 (reviewing data indicating that hotels engage in the creation of
fake reviews); Press Release, Gartner, Gartner Says by 2014, 10-15 Percent of
Social Media Reviews to Be Fake, Paid for by Companies (Sept. 17, 2012),
http://www.gartner.com/newsroom/id/2161315.

117. See, e.g., Ric Romero, Yelp Cracking Down on Businesses that Reward Re-
viewers, ABC7 (Feb. 12, 2015), http://abc7.com/business/yelpcrackingdown
onbusinessesthatrewardreviewers/515035; Kim Severson, Yelp Them, They’ll
Help You, N.Y. Times: DINER’s J. BLoc (Aug. 31, 2009), http://dinersjour
nal.blogs.nytimes.com/2009/08/31/yelp-them-theyll-help-you/.

118. See, e.g., Pamela Brown, Couple Fined for Negative Online Review,
CNN.com (Dec. 26, 2013), http://www.cnn.com/2013/12/02/tech/couple-
fined-for-negative-review/; Noah Feldman, Congress Ponders Law Banning
Companies from Blocking Customers’ Internet Reviews, REGISTER-GUARD (July 1,
2016), http://registerguard.com/rg/business/34531541-63/congress-pon
ders-law-banning-companies-from-blocking-customers-internet-reviews.html
.csp.

1pl9. See, e.g., Patrick Clark, New York State Cracks Down on Fake Online Re-
views, BLOOMBERG (Sept. 23, 2013), http://www.bloomberg.com/bw/articles
/2013-09-23 /new-york-state-cracks-down-on-fake-online-reviews; David
Streitfeld, The Best Book Reviews Money Can Buy, N.Y. TimEs, (Aug. 25, 2012),
http://www.nytimes.com/2012/08/26/business/book-reviewers-for-hire-
meet-a-demand-for-online-raves.html; Todd Bishop, Amazon Files First-Ever
Suit over Fake Product Reviews, Alleging Sites Sold Fraudulent Praise, GEEKWIRE
(Apr. 8, 2015), http://www.geekwire.com/2015/amazon-files-first-ever-suit-
over-fake-reviews-alleging-calif-man-sold-fraudulent-praise-for-products/.

120. See Press Release, A.G. Schneiderman Announces Agreement with 19
Companies To Stop Writing Fake Online Reviews and Pay More than
$350,000 in Fines, N.Y. State Office of the Atty. Gen., Sept. 23, 2013, http://
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Firms have also engaged in reputation-management be-
haviors that, while completely legal under existing laws, have
the potential to mislead consumers and reduce the effective-
ness of consumer reputational policing. For instance, firms
have begun to enter into non-traditional endorsement or ad-
vertisement contracts with groups that consumers rely on for
advice.'?! One example of such groups is web celebrities—in-
dividuals who produce original content on personal blogs,
YouTube channels, and other social media sites, that is regu-
larly viewed by hundreds of thousands (or millions) of sub-
scribers. The content that these personalities create varies
widely, but a substantial portion contains some form of prod-
uct review. Another group that firms have targeted is websites
that host content dedicated to certain niche interests and that
regularly review consumer products and services.

Marketers have stated that endorsements from web celeb-
rities and specialized sites hold immense value.'?2 Hence,
there are large economic incentives encouraging companies
to actively reach out to these groups and agree to pay them to
ensure positive reviews. While the parties recommending
products will suffer reputational losses if they regularly publish
inaccurate reviews, it is unclear whether these consequences

www.ag.ny.gov/press-release/ag-schneiderman-announces-agreement-19-
companies-stop-writing-fake-online-reviews-and (describing the consent de-
cree and the over $350 thousand in fees that were assessed).

121. See, e.g., Tad Friend, Hollywood and Vine, NEw YORKER (Dec. 15, 2014),
http://www.newyorker.com/magazine/2014/12/15/hollywood-vine; Na-
than Grayson, The Messy Story Behind YouTubers Taking Money for Game Cover-
age, Kotaku (Oct. 8, 2014), http://kotaku.com/the-messy-story-behind-you-
tubers-taking-money-for-game-1644092214; Simon Parkin, Blurred Lines: Are
YouTubers Breaking the Law?, EUROGAMER.NET (July 16, 2014), http://
www.eurogamer.net/articles/2014-07-16-blurred-lines-are-youtubers-break
ing-the-law; Jennifer Van Grove, YouTube Stars To Endorse Carl’s Jr. Burgers,
MasHABLE (June 1, 2009), http://mashable.com/2009,/06/01/youtube-stars-
in-carlsjr-ads/#1tqO1K4LAmq0.

122. See, e.g., Andrea Chang, YouTube’s Biggest Stars Are Cashing in Offline,
LA. Tives (Aug. 7, 2014), http://www.latimes.com/business/la-fi-youtube-
stars-20140808-story.html. The marketing world has already created applica-
tions that make it easier for firms to identify the individuals they should
attempt to capture. Klout, Kred, and PeerIndex are applications that analyze
social media activity and generate influence scores for individuals that have a
web presence. See Solis, supra note 1.
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create a strong enough deterrent to prevent the publication of
false endorsements.!23

Traditional product promotion contracts are typically
considered unobjectionable, but the FT'C has expressed con-
cern that secret endorsements may mislead consumers.!?* It
has issued regulations prohibiting product endorsements (like
those offered by web celebrities or review websites) that fail to
disclose the existence of “a connection between the endorser
and the seller of the advertised product that might materially
affect the weight or credibility of the endorsement.”'25 It is un-
clear, however, how actively these regulations have been en-
forced.!26

B. Consumer Activism’s Inherent Costs

As reviewed in Part I, commentators have supported their
claims that the digital era will empower consumers by identify-
ing different ways that technology has expanded consumers’
capabilities. There are reasons to believe, however, that struc-
tural barriers will prevent even technologically enhanced con-
sumers from being able to regulate consumer markets ade-
quately. First, regulatory efforts through consumer actions im-
pose large cognitive costs on individuals. Additionally,
consumers and businesses are likely to have concerns about
the legitimacy of online consumer actions that will impair
their effectiveness. Finally, the decentralized nature of these
types of consumer efforts will exacerbate collective action
problems and prevent consumers from allocating their re-
sources effectively.

Cognitive fatigue may present a large barrier to effective
private regulation. If society were to rely on individuals to keep
commercial entities’ behaviors in check, there would need to
be a drastic increase in consumer policing of businesses’ con-
duct. But, despite how it may appear to frequent users of social
media, there is a finite limit to the energy that users of the

123. But see sources cited supra note 116 (providing examples of reviewers
secretly agreeing to endorse specific products).

124. See FeEp. TRADE CoMmMm'N, THE FTC’s ENDORSEMENT GUIDES: WHAT PEO-
PLE ARE ASKING (2015), https://www.ftc.gov/tips-advice/business-center/
guidance/ftcs-endorsement-guides-what-people-are-asking#social.

125. See FTC Disclosure of Material Connections, 16 C.F.R. § 255.5 (2016).

126. See, e.g., Parkin, supra note 121 (discussing the prevalence of such
deals in the gaming industry).
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internet can muster in response to exploitative commercial
practices. If consumer protests began to flood the web, the
number of complaints could overwhelm individuals’ cognitive
and emotional capacities. The costs associated with actively po-
licing businesses’ conduct are substantial—individuals must
become aware of the existence of a controversy, expend en-
ergy to learn about the issue(s), decide where they stand on
the matter, and then take action that demonstrates their views.
Even in the least demanding scenario—where an individual is
presented with issues, immediately decides to support efforts
without learning much about them, and is able to join causes
via a single click of her mouse—there will be a point where
boredom and exhaustion will cause participation rates to drop
off.

Consumer protests in the digital era could also be under-
mined by concerns about the legitimacy of consumer com-
plaints. It is already the case that consumers use the internet
and social media to engage in rent-seeking behavior—most
typically, by publicizing criticisms of a company on the web in
the hopes that the business will respond by giving them some-
thing of value.!?” As more consumers engage in these types of
rent-seeking behaviors, the messages they send to businesses
will become noisier, diluting the effectiveness of legitimate
complaints and protests.

Legitimacy concerns will become more prevalent for con-
sumers debating whether to join actions as well. The central
issue here will be the prevalence of consumer-—activists engag-
ing in shirking behaviors. The effectiveness of socio-commer-
cial movements like boycotts and negative publicity campaigns
depends on supporters’ commitment to refrain from finan-
cially enabling targeted businesses. Digitally based consumer
movements are likely to experience particularly high levels of
shirking behavior, given how easy it is for individuals to sub-
scribe to a cause and avoid being held accountable for incon-
sistent behaviors. While decreases in the costs associated with
joining a protest will boost the number of people who are will-

127. See, e.g., Holley Simmons, How Some Yelpers Are Holding Restaurants
Hostage, WasH. Post (Apr. 22, 2015), https://www.washingtonpost.com/ex
press/wp/2015/04/22/how-some-yelpers-are-holding-restaurants-hostage /;
Amy McKeever, ReviewerCard Takes Extorting Restaurants to a New Level, EATER
(Jan. 22, 2013), http://www.eater.com/2013/1/22/6492215/reviewercard-
takes-extorting-restaurants-to-a-new-level.
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ing to sign on to a cause, the individuals constituting the mar-
ginal gain group will be composed of people who are less com-
mitted to the movement and more likely to act inconsistently
with its tenets.'28

Finally, private regulation of markets may be undermined
by the fact that, absent a centralized decision-making body,
consumer actions are likely to focus on policing the behaviors
that are most widely recognized as egregious. Activist bodies
are likely to prioritize targeting the commercial behaviors that
are most salient to their constituents. Typically, factors relating
to how a commercial practice has affected consumers will be
the largest determinants of saliency—e.g., the extent to which
a practice has actually harmed individuals, the likelihood that
it will harm individuals in the future, whether the practice di-
verges from generally held expectations about commercial
practices, whether it violates widespread societal norms, etc.
Saliency, however, can diverge significantly from impact.!2?
For instance, issues that are presented in particularly clever,
catchy, or shocking manners will receive attention that is dis-
proportionate to the actual welfare losses they impose on con-
sumers.!3? Similarly, it is possible that a commercial practice
that severely injures the interests of consumers could, through
luck or the concerted efforts of the commercial entities that
benefit from it, avoid activists’ crosshairs.!3!

128. See Bridget M. Blodgett, And the Ringleaders Were Banned: An Examina-
tion of Protest in Virtual Worlds, in C&T ‘09 PROCEEDINGS OF THE FOURTH IN-
TERNATIONAL CONFERENCE ON COMMUNITIES AND TECHNOLOGIES 135-49
(2009) (stating that the lower effort needed to engage in online activism
results in lower activist commitment levels); Max Halupka, Clicktivism: A Sys-
tematic Heuristic, 6 PoL’y & INTERNET 115, 119 (“Generally speaking, clicktiv-
ism is a disposable and noncommittal act.”); Malcolm Gladwell, Small
Change: Why the Revolution Will Not Be Tweeted, NEw YORKER (Oct. 4, 2010),
http://www.newyorker.com/magazine/2010/10/04/small-change-malcolm-
gladwell (arguing that internet activists showcase lower levels of commitment
to causes).

129. Anthony Heyes, Thomas P. Lyon & Steve Martin, Salience Games: Keep-
ing Environmental Issues in (and out) of the Public Eye 1-3 (Ross School of Busi-
ness, Working Paper No. 1318, 2016), http://ssrn.com/abstract =2796047
(summarizing studies showing that issue saliency is not wholly determined by
the impact the issue could have on an individual); see also Stefano Del-
laVigna, supra note 89, at 315.

130. See Heyes, Lyon & Martin, supra note 129, at 23.

131. Id. at 23-25 (describing firms’ incentives to manipulate the public’s
perception of the saliency of different issues).
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These types of saliency effects will impede private regula-
tory efforts in several ways. First, it is likely that most individu-
als will be motivated to react to the same, relatively small set of
commercial behaviors. While this will have the beneficial effect
of concentrating efforts on what could be considered to be the
worst practices, it creates a risk that too many resources will be
focused on certain issues, leaving other problems unad-
dressed. Put differently, having individual perceptions of sali-
ency drive collective efforts could result in regulatory alloca-
tions that are too heavily concentrated on some issues and not
concentrated enough on others.

Second, it is questionable whether individuals’ assess-
ments of issue saliency is a good criterion for determining
which market behaviors are targeted. Behavioral psychology
and economics studies have established that it is common for
consumers to act in ways that do not maximize their welfare.132
For instance, factors that have little to do with actual welfare
effects—e.g., how an issue is framed, attention fatigue, current
emotional states—will often influence the importance that an
individual assigns to an issue.!®® Finally, allowing consumer sa-
liency to guide the policing of markets will cause dispropor-
tionate amounts of attention to be paid to novel commercial
practices instead of practices that are well-established, even if
the latter impose much larger welfare reductions.!3

C. Firms’ Enhanced Advertising and Transactional Capabilities

Just as it has with consumers, the maturation of the in-
ternet and social media will drastically increase firms’ capabili-
ties. Because these expansions will grant businesses new means
for taking advantage of consumers, they threaten to offset (or
overwhelm) the gains that technological advances provide to
consumers. Of particular importance to consumers are the
ways in which firms’ marketing and transactional practices are
evolving.

132. See DellaVigna, supra note 89 (providing a comprehensive overview of
the findings of leading papers in the field).

133. Id. at 347-53, 359-60.

134. See Pedro Bordalo, Nicola Gennaioli & Andrei Shleifer, Salience and
Consumer Choice, 121 J. PoL. Econ. 803 (2013) (describing how the connec-
tion between novelty and saliency can interfere with consumer judgment).
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Technological advances have given businesses new adver-
tising capabilities. The most well-known development on this
front has been the growing ability of businesses to ensure that
their advertisements are shown to individuals who are most
likely to be interested in their products.!3> Selective exposure
of this type has generally not been regarded as exploitative
and has become common throughout the digital world.!36

Advertisers, however, have moved beyond this point and
are beginning to engage in persuasion profiling.!3? Research-
ers are rapidly developing algorithms capable of creating con-
sumer profiles that contain information about the types of ad-
vertisements that are most likely to cause them to purchase a
product.'®® While the data in these profiles can be generalized
to personality trait information that would be unobjectionable
to most people—for example, John likes quirky commercials
and Jane cares primarily about low prices—it can also be
highly sensitive information about individuals’ cognitive vul-
nerabilities.'39

It is a small leap from these types of insights to the ability
to identify individuals’ vulnerabilities to different types of per-
suasion. Examples of this type of information include “Jack is
20% more likely to purchase a product at X price if X is por-
trayed as being a 50% discount off the retail price than he
would be if X is portrayed as the retail price,” or “Jackie will
often make a purchase that she would not normally make if an
ad claims the product is rapidly selling out.”!4? As research
and development in this area advances, it is likely that some
commercial firms will go well beyond the relatively benign uses
of profiling to other uses that exploit consumer irrationalities.
Once they do so, firms will be able to take advantage of indi-

135. See, e.g., Jennifer Valentino-Devries & Jeremy Singer-Vine, They Know
What You'’re Shopping for, WALL St. J. (Dec. 7, 2012), http://online.wsj.com/
news/articles/SB10001424127887324781431444132736214.

136. 1d.

137. For a general introduction to persuasion, see Maurits Kaptein, Dean
Eckles & Janet Davis, Envisioning Persuasion Profiles: Challenges for Public Policy
and Ethical Practice, 18 INTERACTIONS 66 (2011), and Eli Pariser, Welcome to the
Brave New World of Persuasion Profiling, WiRep (Apr. 26, 2011), http://
www.wired.com/2011/04/st_essay_persuasion_profiling/.

138. See Calo, supra note 15, at 1016-18.

139. See Maurits Kaptein & Dean Eckles, Heterogeneity in the Effects of Online
Persuasion, 26 J. INTERACTIVE MARKETING 176 (2012); Pariser, supra note 137.

140. See Calo, supra note 15, at 1017-18.
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viduals’ weaknesses in ways that were impossible in the pre-
digital era.

Price discrimination provides another example of how
technology will enhance businesses’ capabilities.!*! As de-
scribed earlier, price discrimination occurs when a business
varies the price of its products or services from one customer
to another where the differential in price is not based on any
additional costs incurred by the business, but rather is due to
the business’s belief that some customers will be willing to pay
more than others. Some online retailers are either engaging in
price discrimination already or are in the process of experi-
menting with doing so.'*2 While varying the price of consumer
goods in this way could be considered a violation of the Robin-
son—Patman Act,!*® governmental bodies have not shown any
interest in challenging such conduct.'** Indeed, the federal
government recently published a report on price discrimina-
tion stating that it does not view the practice as posing a dan-
ger to consumers.!4?

The same techniques that enable price discrimination
also enable term discrimination. At present, businesses tend to
offer their goods and services to consumers with an unalter-
able package of terms that does not vary from customer to cus-
tomer.!4¢ This pattern is likely to change as technological ad-
vances reduce the costs to businesses of tailoring their con-
tracts. While there are reasons to believe that increased

141. Id., at 1025-27.

142. See Robert M. Weiss & Ajay K. Mehrotra, Online Dynamic Pricing: Effi-
ciency, Equity and the Future of E-Commerce, 6 VA. J.L. & Tecnh. 11 (2001), http:/
/www.vjolt.net/vol6/issue2/v6i2-al1-Weiss.html; Anita Ramasatry, Web Sites
Change Prices Based on Customers’ Habits, CNN.com (June 24, 2005), http://
www.cnn.com/2005/LAW/06/24/ramasastry.website.prices/.
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M. Kochelek, Data Mining and Antitrust, 22 Harv. J.L. & TecH. 515, 524-26
(2009) (arguing that the Act would not apply to Amazon’s conduct).

144. See Hovenkamp, FEDERAL ANTITRUST Poricy: THE Laws oF COMPETI-
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ment’s limited enforcement of the Act).
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PricinG 2 (2015).

146. To the extent that the terms are modifiable, this tends to be with
regard to a few select provisions—warranties, for instance. While academics
have argued that businesses should offer consumers the ability for other
forms of customization—most commonly with regard to arbitration provi-
sions—few firms have adopted these practices.
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customization of these contracts could be beneficial to con-
sumers, it will also open the door to greater exploitation. As
consumer profiling becomes more detailed and widespread
across industries, customization will create an environment
where firms will be better able to predict which terms an indi-
vidual is willing to accept. This information will allow busi-
nesses to engage in term discrimination and ensure that they
have maximally beneficial terms in each of their contracts.

The following example should help demonstrate how
price and term discrimination harm consumers. In the pre-
digital era, consumers were often able to capture surplus from
their transactions with very little effort. Consider a consumer
that is looking to purchase a vacuum cleaner who goes to a
brick-and-mortar store, browses their selection, and settles on
purchasing a mid-range ninety dollar model that comes with a
two-year limited warranty. As long as it had inventory, the store
would likely sell this model of vacuum to anyone who was will-
ing to pay ninety dollars. Different individuals would derive
varying levels of utility from this vacuum and, because of this
differential, customers’ willingness to pay for the item would
differ. Some would only be willing to purchase it for fifty dol-
lars, others for ninety dollars, and still others would be willing
to pay an amount over the asking price. If the store holds the
price for the vacuum static at ninety dollars, then only those
with thresholds that are ninety dollars or greater will purchase
it. Upon completing the purchase, every individual whose
price threshold was above ninety dollars would experience a
welfare gain, capturing a surplus equal to the difference be-
tween their reservation price and the actual price.

In a world of digitally enhanced businesses, consumers’
abilities to capture these types of surpluses will be diminished
significantly, if not eradicated. If price discrimination tech-
niques become sufficiently advanced, businesses will be able to
determine consumers’ threshold prices, adjust their prices,
and capture some (or all) of the surplus they would have lost if
they utilized static pricing. In the context of the example
above, this means that consumers with price thresholds that
are greater than ninety dollars would no longer be able to
purchase the vacuum for ninety dollars, but would have to pay
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a price that is closer to (or is) their reservation price.!'*” The
degree to which firms will be able to determine consumers’
threshold prices is not yet known, as there have only been a
few firms that have experimented with dynamic pricing, and
data related to their trials has not been released publically.

Once firms learn how to take advantage of the opportuni-
ties presented by the digital era, they will be able to maximize
their capture of surplus in consumer deals. By combining big
data-informed consumer profiling and deal-customizing tech-
nologies, they will be in a better position than ever to extract
maximal value from consumer sales. As firms develop the abil-
ity to estimate consumers’ reservation prices and implement
automated price discrimination practices, the frequency with
which they are able to sell their products at an optimal price
and for optimal terms will increase.

D. Limits on Private Actions’ Regulatory Effects

Structural limitations inherent to private approaches to
regulation will prevent consumer actions from being effective
regulators of firms’ conduct. First, the effectiveness of protest-
driven regulatory efforts is subject to a self-limiting principle,
with the power of an action bearing an inverse relationship to
the prevalence of similar actions. Second, even when such ac-
tions succeed in provoking concessions from businesses, they
are incapable of obtaining the types of relief that best advance
consumers’ interests. Finally, greater reliance on private ac-
tions will reinforce societal norms against state intervention
and provide further support to firms’ deregulatory efforts.

One of the primary reasons that private communities on
their own cannot regulate markets is the self-limiting nature of
consumer actions. As the frequency of consumer protests in-
creases, firms’ incentives to reform their practices will de-
crease. This may seem counterintuitive initially, but can be un-
derstood by using a simple model to analyze companies’ incen-
tives to respond to complaints.

Consider a business that is receiving requests from cus-
tomers to refund the purchase price of allegedly defective
merchandise. The business will have the greatest incentive to
act when (1) it has received a low to moderate number of com-

147. For further discussion of the potential harms associated with price
and term discrimination, see Calo, supra note 15, at 1025-27.
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plaints and (2) its competitors have received significantly
fewer complaints than it has. In such an environment, the bus-
iness can pay a relatively small cost to resolve the complaining
individuals’ problems and doing so will help it to head off neg-
ative press and prevent a loss in market share.

The business’s incentives to refund change dramatically
when either of these conditions is not satisfied. When the first
condition is not met—i.e., the company has received a large
number of complaints—the costs of resolving the problem will
increase significantly. If the number of requests reaches a cer-
tain threshold, responding will require the company to insti-
tute a change that will affect all of its consumers instead of ad
hoc solutions targeted at a small subset of its customers. When
the second condition is not met—i.e., the business’s competi-
tors have received a large number of complaints—the com-
pany’s economic incentive to respond decreases dramatically.
A company that is being targeted for its uniquely bad treat-
ment of consumers must be concerned that inaction will cause
it to lose customers to its competitors. If all of its competitors
are receiving a large number of consumer complaints, how-
ever, there is a significantly smaller chance that the company
will suffer substantial economic losses by ignoring consumer
complaints.148

The ability of private consumer actions to regulate com-
mercial entities’ conduct will also be limited by the fact that
even successful protests rarely succeed in getting businesses to
commit to completely abandoning exploitative conduct. When
consumers get a reaction from a business, the typical response
is for the company to provide the complaining individuals with
some form of postloss compensatory relief. It is much less
common for a firm to respond by making permanent changes
to its policies. While compensatory relief is a boon to custom-
ers that have already suffered injuries, it does little to advance
consumers’ larger interests.

Analysis of the examples that commentators have used to
support claims about digital empowerment establishes just

148. While it is possible that one of the firm’s competitors could break
rank and attempt to gain customers by changing its practices, examples of
this type of behavior are relatively uncommon compared to industry-wide
inaction. See RADIN, supra note 29, at 41-42; Patterson, supra note 93, at
341-56; Slawson, supra note 35, at 556-61.
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how limited businesses’ responses to consumer actions have
been. While there are a few instances where consumer efforts
have resulted in policy changes that benefit all consumers—
for example, the Bank of America and Facebook situations dis-
cussed earlier'*—these are the exception, not the rule. In the
more typical scenario, successful customer complaints result in
compensatory offers being made to the complaining individu-
als.150 For instance, when a musician’s negative experience
with United Airlines’ luggage handling services gained notori-
ety on the web, the company offered to pay for the damage
done to his equipment.!®! Even though the widespread sup-
port his story received indicated that there were systemic
problems with United’s baggage policies, it is unclear whether
it caused the company to change its operating procedures.

These instances raise questions about whether, in general,
social media approaches are capable of inducing behavioral
changes that are broad enough to achieve regulatory goals. Re-
sponses to successful social media protests have generally been
quite limited in scope—a single company in a large industry
might change its terms of use, or, more commonly, companies
might simply compensate complaining individuals and con-
tinue imposing questionable terms on its other customers.
Even when companies indicate that they are going to make
policy changes that will benefit all consumers, such promises
are not legally binding and do little to prevent them from
changing their minds or reverting to less consumer-friendly
policies in the future. For example, while Amazon’s CEO has
made promises about the company’s use of dynamic pric-
ing,'%2 there is no way to force the firm to stand by his guaran-
tee.

The prevalence of exploitative pre-dispute mandatory ar-
bitration clauses in consumer contracts showcases this limita-
tion. One empirical study has shown that a large number of

149. See discussion supra Section 1.B.

150. See, e.g., Abby Ellin, Seeking Redress When Air Travel Goes Awry, N.Y.
TivMes (May 3, 2012), http://www.nytimes.com/2012/05/03/business/seek
ing-redress-when-air-travel-goes-awry.html (describing the individualized
compensation that airlines offer to upset customers).

151. See Barnes, supra note 1, at 683-88; McCartney, supra note 67.

152. See Bezos Calls Amazon Experiment ‘A Mistake,” PUGET SounD Bus. J.
(Sept. 28, 2000), http://www.bizjournals.com/seattle/stories/2000,/09/25/
daily21.html.



74 NYU JOURNAL OF LAW & BUSINESS [Vol. 13:33

social networking sites include provisions in their terms of ser-
vice agreements that divest individuals of basic consumer
rights.’>® The terms in these agreements not only force users
to arbitrate claims against the companies, but often strip them
of the ability to seek relief as part of a class of similarly situated
consumers and deny them discovery rights as well as other pro-
cedural protections.!®* Given how harmful these clauses can
be to consumers, one would expect to see consumer activists
attempting to dissuade companies from using them. While
there have been occasional efforts to mobilize the public to
take a stand against these types of arbitration provisions, their
continued prevalence is testament to how little they have ac-
complished.!5%

The final problem with relying on private consumer ac-
tions to regulate markets is that doing so will encourage firms
to invest in tactics that will undermine traditional public mech-
anisms for policing market conduct.!®® The economic expla-
nation for how technological advances could have this effect is
relatively straightforward. In the pre-digital era, it was very dif-
ficult for a company to identify which of its customers were
likely to take actions—e.g., organize a class action lawsuit, tell
a sympathetic story to news outlets, prompt an administrative
body to investigate commercial behavior—that would hurt its
interests. By the time a company gained this knowledge, it was
typically after the company had suffered substantial damage.
Further, once a disgruntled customer had filed a suit against a
company or gone public with his story, the time and effort the
customer had invested in taking action made it more expen-
sive for the targeted company to appease him or buy him off.

As a whole, businesses’ pre-digital options for maintaining
brand reputation through active management of customer re-
lationships were very limited. While it was obvious that

153. See Michael L. Rustad et al., An Empirical Study of Predispute Mandatory
Avrbitration Clauses in Social Media Terms of Service Agreements, 34 U. ARK. LITTLE
Rock L. Rev. 643, 643 (2012).

154. Id. at 671, 673.

155. See Daniel D. Barnhizer, Escaping Toxic Contracts: How We Have Lost the
War on Assent in Wrap Contracts, 44 Sw. L. Rev. 215, 215-16 (2015) (describ-
ing why consumer-led efforts have been unable to get firms to stop using
arbitration clauses).

156. For an overview of how businesses have attempted to achieve this
goal in traditional markets, see RADIN, supra note 29, at 33-55.
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preventing public relation fiascos would greatly benefit a com-
pany, the only mechanisms for doing so were resource-inten-
sive. Identifying the customers that were most likely to take
harmful actions ahead of time was prohibitively expensive.
The main alternative to targeting such individuals was to at-
tempt to keep every consumer happy enough that they would
not take action against the company. While an admirable goal,
such a tactic would require an immense dedication of re-
sources and be uncertain to succeed.

Technological advances have ushered in significant
changes to the economics of customer management. As de-
scribed above, it will become increasingly easy for businesses to
identify individuals who are likely to pose threats to company
interests.!>” Early identification will enable companies to re-
solve disgruntled individuals’ problems at lower cost and with
less damage to their reputation. These changes will make
targeted attempts to placate the subset of consumers who fo-
ment class action law suits, media stories, regulatory proposals,
and legislative efforts a realistic business tactic. Obviously,
companies providing disgruntled customers with satisfactory
responses to their problems is not a problematic practice.
What is questionable, however, is intentionally ignoring the
concerns of those who are unlikely to pursue legal or political
recourse.

If firms are able to resolve the complaints of their most
litigious customers proactively, they will strongly reduce the
regulatory efficacy of class action litigation. Class-based litiga-
tion has been viewed as one of the modern era’s most power-
ful checks on companies’ conduct.!>® The ability of such suits
to combat exploitative conduct, however, depends on the exis-
tence of individuals who are willing to do what many aggrieved
consumers are unwilling to do—take on the significant agency
costs associated with pursuing such claims in court.!5?

Identifying and appeasing the individuals who are most
likely to foment a class action suit will be in firms’ financial

157. See discussion supra Section II.C.

158. See Max N. Helveston, Promoting Justice Through Public Interest Advocacy
in Class Actions, 60 Burr. L. Rev. 749, 750-53 (2012).

159. See Samuel Issacharoff, Litigation Funding and the Problem of Agency Cost
in Representative Litigation, 63 DEPAUL L. Rev. 561, 568-70 (2014); Tyler W.
Hill, Note, Financing the Class: Strengthening the Class Action Through Third-
Party Investment, 125 YALE L.J. 487, 495-506 (2015).
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interests, as preventing such a suit will likely mean that they
will not have to compensate the customers who would have
been part of the class. The digital era provides firms with new
tools for getting around the procedural mechanisms that were
put into place to prevent firms from engaging in these behav-
iors. For example, the settlement approval requirement for
classes seeking monetary damages only limits companies’ con-
duct after a suit has commenced, but does nothing to prevent
firms from acting prior to the filing of a compliant.!6°
Companies may be able to employ similar tactics to sup-
press grassroots regulatory movements. While it is unclear
whether new technologies will help companies influence the
bureaucrats that directly control legislative and regulatory
agendas, it is plausible that digital innovations could help
firms weaken populist demands for greater state involvement
in markets.!6! Like class action litigation, grassroots efforts are
one of the ways that individuals can harness the power of the
state to control market conduct. They are also similar in that
these types of movements are often instigated and maintained
by the efforts of a handful of individuals. If technology helps
companies identify the individuals that are critical to these ac-
tions, it will give firms opportunities to reach out and dissuade
them from organizing public opposition to their practices.
Additionally, firms’ successes in preventing class action lit-
igation and other pro-consumer market interventions will have
second order anti-regulatory effects. Renowned contract
scholar Margaret Jane Radin has described the idea that pri-
vate entities could promote the growth of anti-regulatory
norms in the populace as democratic degradation.'5?2 Minimiz-
ing consumer litigation and weakening pro-regulation grass-
roots movements will contribute to the removal of consumer
rights from the realm of public law issues.16% To the extent
that companies are able to prevent consumers’ problems from
being addressed by governmental bodies, they foster support
for the idea that state involvement in consumer markets is un-

160. See Fep. R. Crv. P. 23(e).

161. While the digital era will likely increase the number of consumer
complaints (due to decreases in the consumer costs of complaining), it will
remain the case that a small percentage of complaining consumers will be
likely to exert the energy needed to instigate a larger consumer movement.

162. See RADIN, supra note 29, at 33-46.

163. Id.
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necessary or, at the extreme, that it constitutes an inappropri-
ate use of governmental power.154

By acknowledging the variety of ways that the digital
revolution will work against, rather than for, consumers’ inter-
ests, the preceding Part has filled a gap in the existing litera-
ture. Recognizing how technology has opened the door to new
forms of reputational manipulation is of particular impor-
tance, as it is a threat that has, until now, flown under com-
mentators’ radars. Additionally, even if the benefits to consum-
ers described by some commentators materialize, they are
likely to have an impact that is much smaller than has been
forecast. Limitations inherent to digitally based consumer pro-
tests, actions taken by businesses, and competitive market fail-
ures will impair consumers’ power gains.

It is becoming increasingly clear that the growth of the
internet and social media will enhance companies’ abilities to
exploit individuals. The digital world offers businesses unprec-
edented opportunities to reach out to individuals, craft their
image, and actively manage their relationships with consum-
ers. When combined with data about consumers and advanced
analytics, the malleable nature of online sales transactions pro-
vides firms with new opportunities for exercising power over
consumers.

I1I.
RecurLATING COMMERCE IN A DicitaAL Economy

Recent technological breakthroughs should not be viewed
as eroding the basis for market regulation, but rather as
changing regulatory priorities and enabling the creation of
better mechanisms for protecting consumers. It is clear that
the digital revolution will not be an unqualified boon to con-
sumers. As established earlier, while the growth of the internet
and social media will grant consumers power that they did not
previously have, there are a number of countervailing factors.

Acknowledging this point allows one to avoid reaching
the mistaken conclusion that private actors will be capable of
regulating consumer markets in the digital era. State involve-
ment will still be necessary to prevent consumer exploitation.

164. Id.
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What is not clear, however, is what forms of regulation are best
suited for today’s markets.

This Part outlines some ways that regulation could ad-
dress the problems that may arise in consumer markets in the
digital era. It begins by providing a brief overview of the differ-
ent ways the state currently intervenes in consumer markets. It
then describes a number of novel reforms that could be used
to prevent consumer exploitation.

A.  The Status Quo

In the United States, measures that aim to protect con-
sumers exist at every level of government. While actions taken
by municipal bodies can have substantial effects,!¢® the pri-
mary forces regulating markets can be found at the federal
and state levels. One way of conceptualizing consumer protec-
tion law is to imagine consumer markets as a very large area,
with different types of markets inhabiting separate regions of
this space. Consumer protection statutes, regulations, and
agencies each control different zones, often overlapping with
one another. Hence, most segments of consumer markets fall
within the jurisdiction of multiple governmental bodies and
are subject to a unique constellation of rules.

Mapping the entire topography of consumer protection
law would be a massive undertaking, but it is possible to suc-
cinctly describe its general structure. The FTC is the most im-
portant entity at the federal level, with the Department of Jus-
tice (DQJ), other agencies, and sector-specific legislation also
having large roles. At the state level, market regulation occurs
via consumer protection acts, suits brought by attorneys gen-
eral, state agencies’ actions, and sector-specific laws and regu-
lations.

The FTC was created in 1914 as a result of the passage of
the Federal Trade Commission Act (FTCA) and is the agency
that exercises the broadest oversight over consumer markets.
The FTCA authorizes the FTC to investigate commercial enti-
ties and promulgate regulations that prohibit anticompetitive,
unfair, and deceptive business practices. Examples of the types
of conduct that the FTC has proscribed include endorsement

165. See Steven ]. Cole, State Enforcement Efforts Directed Against Unfair or De-
ceptive Practices, 56 AnTiTRUST L.J. 125, 131 (1987) (discussing local con-
sumer protection efforts).
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of a product without disclosing material connections the en-
dorser has with the seller of the product,'®¢ and upselling
goods and services to consumers over the phone without mak-
ing certain disclosures.'” The FTC is the sole entity that can
enforce the FTCA and the Agency’s regulations. It uses both
civil suits and administrative actions to achieve this end.

The Antitrust Division of the DOJ also plays an important
role in the federal government’s regulation of markets. Anti-
trust laws are regularly viewed as a form of consumer protec-
tion, as they ensure that markets are competitive and “that a
meaningful range of options is made available to consumers,
unimpaired by practices such as price fixing or anticompetitive
mergers.”1%® The DOJ shares enforcement authority over the
federal antitrust laws with the FTC.16* Both entities can bring
suits to challenge the legality of private firms’ commercial ac-
tions. The DOJ has also been willing, in limited circumstances,
to advise firms as to the Department’s views concerning the
legality of proposed business conduct.

Beyond the FTCA and antitrust laws, which govern con-
duct in consumer markets generally, there are an incredible
number of federal statutes and agencies that regulate specific
sectors of commerce.!”® Examples of such laws are the Con-
sumer Product Safety Act;!'”' the Food, Drug, and Cosmetic
Act;172 the Dodd-Frank Wall Street Reform and Consumer
Protection Act;'7? and the Patient Protection and Affordable
Care Act.!” Each of these laws controls firms’ behaviors in dif-
ferent sectors of commerce. Many authorize the creation of
federal administrative agencies and empower them to promul-
gate further regulations for the purposes of policing market
conduct. For instance, the Food and Drug Administration, the

166. 16 C.F.R. § 255.5.

167. 16 C.F.R. § 310.

168. Neil W. Averitt & Robert H. Lande, Consumer Sovereignty: A Unified
Theory of Antitrust and Consumer Protection Law, 65 AxTITRUST L.J. 713, 713
(1997).

169. See id. at 713-14.

170. See Crane, Eichenseer & Glazer, supra note 21, at 305 (“Federal Con-
sumer protection law reflects piecemeal Congressional efforts to protect
consumers.”).

171. 15 US.C.A. § 2053 (West 2011).

172. 21 U.S.CA. § 301 (West 1938).

173. 12 U.S.C.A. § 5301 (West 2010).

174. Pub. L. No. 111-148, 124 Stat. 119 (2010).
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Consumer Product Safety Commission, and the Consumer Fi-
nancial Protection Bureau were formed in the wake of the pas-
sage of large consumer protection statutes.!””

These sector-specific statutes and administrative bodies
utilize a variety of regulatory approaches. While some focus on
mandating disclosure, others directly prohibit certain types of
conduct or impose administrative approval requirements on
companies. Enforcement mechanisms also vary widely. Some
statutes vest this authority in specific administrative actors,
others task the FTC with ensuring that private entities comply
with their rules, and still others create private causes of action
that enable enforcement through consumer suits.!7®

State consumer protection efforts bear a strong resem-
blance to their federal counterparts.!”” Every state has enacted
statutes that broadly prohibit deceptive commercial practices.
The scope of each state’s law varies considerably, but they gen-
erally target the same types of conduct that the FT'CA pros-
cribes and are often referred to as “mini-FTC” acts.!”® Unlike
the federal law, almost every state statute creates a private
cause of action, allowing individuals to sue businesses if they
engage in proscribed acts.!” It is common for these statutes to
also authorize the state’s attorney general and the state’s con-
sumer protection agency (if one exists) to bring enforcement
actions.!89

In many states these mini-FTC acts are the primary laws
that regulate general commercial activity, with the remainder
of regulation occurring through means that are focused on
specific industries. For instance, state departments of insur-
ance are usually responsible for protecting consumers from
exploitation by insurance firms.!8! Sector-specific laws and

175. See Crane, Eichenseer & Glazer, supra note 21, at 309-19.

176. See id.

177. See id. at 305-06 (describing state consumer protection law as “no less
complex” than federal law).

178. See id.

179. See CARTER, supra note 22, at 7-10, 18-23.

180. See id. at 16-18.

181. See KENNETH S. ABRAHAM, INSURANCE Law & ReEGuLAaTION 107-08 (4th
ed. 2005).
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agency actions are often used to regulate businesses in agricul-
ture, consumer credit, and utility markets.!82

Reviewing the structure of consumer protection reveals
two facts that are relevant to the regulation of commerce in
the digital era. First, neither federal nor state governments
have enacted laws or created agencies specifically tailored to
address the impact of technological advances on consumer
markets. While there have been preliminary indications that
the federal government may take action on this front,'8? the
regulations currently in place were all designed to address the
problems of pre-digital markets. While some of the existing
regulatory mechanisms could be stretched to combat new ex-
ploitative behaviors, they will not be able to address all of the
threats to consumer welfare that the digital era will introduce.

Second, while there are some mechanisms for addressing
issues throughout commercial markets, the standard way the
government has handled consumer problems is to address
them on an industry-specific level. This balkanization is nota-
ble because the threats to consumer welfare identified earlier
will be present in most, if not all, sectors of commerce. In or-
der to prevent the degradation of markets, federal and state
governments will have to go beyond their default responses
and create new rules that will apply to all market sectors.

B. Necessary Reforms

This Section discusses some of the ways that the state
could counteract the issues identified in Part I. It begins by
discussing two issues that have received scarce attention—first,
how the state could address the problems posed by the inten-
tional manipulation of digital reputational information and,
second, how governmental entities could bolster private regu-
latory forces by providing consumer activist movements with
infrastructure, financial support, and other resources. After

182. See, e.g., ICC at a Glance, ILL. COMMERCE CoMM’N (2016), https://
www.icc.illinois.gov/downloads/public/en/ICCAtAGlance.pdf; About, ILL.
Der’'T oF Acric. (2014), https://www.agr.state.il.us/aboutus/; Consumer
Credit, ILL. DEP’T OF FIN. & PrOF’L REGULATION, http://www.idfpr.com/ dfi/
ccd/ccd_main.asp.

183. See ExecuTIVE OFFICE OF THE PRESIDENT, BIG DATA: SE1ZING OPPORTU-
NITIES, PRESERVING VALUES (2014); EXECUTIVE OFFICE OF THE PRESIDENT, RE-
PORT TO THE PRESIDENT—BIG DATA AND PrRIivAaCy: A TECHNOLOGICAL PERSPEC-
TIVE 22-24 (2014).
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discussing these reforms, the remainder of the Section focuses
on discussing how consumer protection proposals that schol-
ars have proposed in other contexts could address the
problems introduced by digital marketplaces.

All of the reforms discussed in this Section could be
adopted at either state or federal levels. At least at the theoreti-
cal level, however, national reforms appear to be optimal. Not
only would federal action protect consumers across the nation,
it would also help minimize firms’ compliance costs by elimi-
nating interstate regulatory variances.

There is also flexibility as to enforcement mechanisms.
Given the size of consumer markets, ensuring that firms com-
ply with these regulations could prove to be difficult. Staffing
an administrative agency with the number of employees
needed to police and prosecute violations of these laws could
prove to be prohibitively expensive. An alternative (or supple-
mentary) approach would be to model these reforms after
state mini-FTC acts and grant private individuals the right to
bring actions against companies.!'8* If needed, statutory dam-
ages could be authorized as well. Pairing administrative regula-
tory actions and private rights of action could create financial
incentives sufficient to prevent firms from engaging in pro-
scribed activities. To the extent that there are concerns about
burdening the dockets of state and federal courts, primary ju-
risdiction over these claims could be vested in the FTC or state
administrative courts.

It is also worth noting that the regulatory responses de-
scribed below will not address every issue identified in Part I.
This is by design. It is difficult to imagine how the state could
proscribe certain conduct without severely disrupting markets.
Given that the ultimate aim of regulation is to encourage
healthy markets, enacting regulations that would hurt markets
would be counterproductive. The better way to limit the im-
pact these practices have on consumers is to implement mea-
sures that lead to an acceptable degree of parity between con-
sumer power and firm power.

184. See Schwartz & Silverman, supra note 22, at 3—-5 (discussing the two
different models of enforcement).
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1. Requiring Disclosure for Review Sites and Prohibiting Deceptive
Reviews

In the digital market era, it will be vital for the state to
institute rules that protect consumers’ access to reputational
information that has not been unduly biased by private firms.
Given the increased importance of reviews, there will be large
economic incentives pushing companies to try and influence
how they are portrayed on websites and applications. These
pressures will lead to a variety of different behaviors—firms
posting duplicitous reviews, inappropriately incentivizing third
parties to say favorable things, paying reviewing entities to fil-
ter out negative comments, etc.185

One method of addressing these problems would be
adopting stronger disclosure of financial interest rules and in-
creasing enforcement of existing regulations. While regula-
tions already prohibit anyone from endorsing a product with-
out disclosing any pecuniary interests, the application of these
rules to online review information is not entirely clear.186 For
instance, does a review-hosting website like Yelp need to dis-
close its financial relationship with companies that subscribe
to its advertising services? Revised rules could require that
companies that host the product reviews of third parties dis-
close any pecuniary relationships that they have with the busi-
nesses that are reviewed. Such disclosures could be made avail-
able to the public on a governmental regulatory body’s web-
site. Alternatively, the state could require that reviewing
entities prominently display such information on whatever
platform contains the review information.

The largest problems with this type of approach are defin-
ing which entities would have to make these disclosures and
which types of interests would trigger the duty to disclose.
First, regulators would have to decide which types of reviewing
bodies would be subject to these requirements. While there
are some entities that would be obvious targets for this type of
disclosure requirement (e.g., Yelp, Amazon.com), matters are
much less clear for other types of sites (e.g., unmoderated
message boards, blogs that only occasionally review products,
or sites where product reviews are not a core part of their func-
tionality).

185. See discussion supra Section ILA.
186. See 16 C.F.R. § 255.5 (2009).
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Defining which types of relationships trigger a covered en-
tity’s duty to disclose would also prove to be problematic.
Drawing this line would be difficult given that most review-
hosting entities derive some of their revenue from the busi-
nesses and products they review and the fact that there is noth-
ing inappropriate about certain financial relationships be-
tween reviewing companies and the firms they review. Indeed,
disclosure requirements only make sense for certain types of
relationships—e.g., those where a company can pay to have
the site manipulate its reviews. Drawing a line that clearly and
logically distinguishes permissible pecuniary interests from
those that must be disclosed may prove to be so difficult that it
forecloses this type of regulation.

Another way that the state could act would be through
legislation proscribing individuals from posting reviews con-
taining disingenuous and deceptive information. Again, while
existing federal and state laws could be interpreted as prohibit-
ing this behavior, their application to online reviews is not
clear. Given this ambiguity, the main forces currently deter-
ring businesses from manipulating online reviews are the po-
tential repercussions associated with violating a site or app’s
terms of use and reputational effects.!8” While these penalties
could be significant—for example, a company or user being
barred from the site or bad press—they may not be sufficiently
strong to prevent misconduct.

State-imposed sanctions could bolster private deterrents
to these types of behaviors. Laws prohibiting such uses of re-
view sites could resemble or add to the deceptive trade prac-
tices that are prohibited through most states’ consumer pro-
tection acts.!88 While properly tailoring the scope of pro-
scribed conduct would be difficult, defining the types of self-
promoting (or competitor-sabotaging) behaviors that threaten
consumer welfare does not seem as though it would be an in-
surmountable obstacle.!®® For instance, a regulation could

187. Some review sites have taken action against private actors who post
false reviews. See, e.g., Romero, supra note 117.

188. Some states have already punished the manipulation of digital repu-
tation data under their existing laws. See, e.g., Press Release, A.G. Schneider-
man Announces, supra note 120.

189. First Amendment concerns are commonly raised in this context.
First, to the extent that existing laws proscribing deceptive speech are legal,
the reforms discussed should also be so. Second, the Supreme Court has
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prohibit companies and their employees from posting reviews
of their own business, posting negative reviews about competi-
tors, or offering pecuniary incentives to third parties to induce
them to do these things. Severe financial sanctions, especially
if paired with a private right of action, could significantly in-
crease the costs of being caught and could deter disingenuous
behavior.

2. Supporting Grassroots Consumer Protection Movements

Another way that the state could protect consumers is by
taking steps to facilitate private activism. Many of the factors
preventing private actions from serving as an effective check
against exploitative practices can be attributed to the fact that
there is not a centralized body coordinating individuals’ ef-
forts. This observation suggests one way the state could bolster
consumer efforts to change businesses’ practices—by provid-
ing grassroots efforts with infrastructural support, funding, or
other resources.

There are a variety of approaches that the state could use
to help consumer-activists in this way. The state itself could
create a centralized portal (e.g., a website and mobile applica-
tion) that individuals could use to communicate with one an-
other about consumer welfare issues, start movements against
the practices of specific businesses, and search for movements
that they would be interested in joining. Perhaps more feasi-
bly, the government could provide grant funding to an ex-
isting consumer rights non-profit organization to perform
these tasks.

The state could use the portal itself to inform users about
issues that it feels would be of interest to them. Alternatively, it
could take a passive role, allowing users to produce their own
content and subscribe to updates concerning particular issues.
The state could also, as an alternative to creating a portal or in
addition to one, encourage consumer rights organizations to

held that the First Amendment does not protect deceptive or misleading
commercial speech. See Peel v. Att'y Registration & Disciplinary Comm’n,
496 U.S. 91 (1990); Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n,
447 U.S. 557, 561-64 (1980); Rebecca Tushnet, It Depends on What the Mean-
ing of “False” Is: Falsity and Misleadingness in Commercial Speech Doctrine, 41 Loy.
L.A. L. Rev. 227 (2007).
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develop their own portals.!9? By providing them with resources
and a governmental endorsement, the state would be able to
take advantage of existing social networks and focus on ex-
panding their reach.

This kind of governmental facilitation, if successful, would
help ameliorate some of the problems that have plagued con-
sumer actions. First, designating a central portal would de-
crease the amount of effort consumers must expend to pro-
cure information and join causes. Such a portal would also re-
duce consumer fatigue by making it easier to consolidate
duplicative consumer actions. Further, consumer-led efforts
organized through a government-backed site could reduce
some individuals’ concerns about the legitimacy of consumer
actions. Finally, a governmental portal could reduce the im-
pact of saliency biases as centralization would help prevent dis-
proportionate amounts of attention being paid to any particu-
lar issue.

Beyond run-of-the-mill concerns about the proper execu-
tion and maintenance of a portal, the largest potential prob-
lem is that its success will depend heavily upon its ability to
gain purchase with a substantial number of consumers. If the
government-backed platform fails to draw in a sufficiently
large number of individuals, then it will be unable to obtain
the critical mass that is crucial to the success of consumer ac-
tions. Indeed, if the government site does not become one of
the primary places that consumers turn to with their problems,
it risks simply adding to the cacophony that has traditionally
impeded this type of activism. Partnering with existing con-
sumer organizations would be particularly helpful in two re-
gards—it would give the state’s platform a solid base of initial
users and reduce the number of consumer assistance mecha-
nisms competing for individuals’ attention.

190. There are a number of national consumer rights organizations that
would be strong candidates for such support. See, e.g., About CFA, CONSUMER
FEp’'N AMm., http://consumerfed.org/about-cfa/; About NACA, NAT'L Ass’N
ConsuMER Apv., http://www.consumeradvocates.org/about-naca; About Us,
Nat’. ConsuMER L. CtR., https://www.nclc.org/about-us/about-us.html.
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3. Increasing Substantive Regulation of Firms’ Relationships with
Consumers

While attempts to address the problems associated with
intentional manipulation of reputational information and the
lack of dedicated support for consumer activism are absent in
the literature, commentators and academics have proposed so-
lutions to the other threats to consumer welfare. Increased
regulation of the terms used in consumer contracts, for exam-
ple, has been a common proposal for cabining the growth in
firms’ power. Similarly, some have argued that healthy markets
require a complete prohibition on price and term discrimina-
tion or restriction of firms’ consumer data collection practices.

Many consumer-oriented commentators have argued, in a
variety of contexts, that laws prohibiting the use of certain con-
tract terms should be enacted to protect consumer welfare.!9!
The need for such rules will only increase in the future, as the
expansion in power that companies will experience will push
them to insist that consumers agree to terms that heavily favor
the firm’s interests. As firms gain the ability to tailor consumer
contracts they will force increasingly onerous terms on con-
sumers, for instance, by substituting heavily restricted private
dispute resolution mechanisms for public ones. Whenever
competitive forces fail to check this type of conduct, consum-
ers will have no choice but to abstain from certain markets
entirely or agree to potentially unconscionable terms.

Passing statutes or promulgating regulations that bar busi-
nesses from including certain terms in consumer contracts is a
simple and direct way to limit firm power. Several such
prohibitions exist in the status quo. For example, the Uniform
Commercial Code proscribes disclaiming the obligation of
good faith and fair dealing in the sale of goods,'92 the FTC has
barred certain terms from consumer-oriented financial prod-
ucts,19% and many state legislatures have imposed statutory lim-
its on non-compete provisions in employment agreements.!94

191. See sources cited supra notes 46—48.

192. U.C.C. § 1-302 (Am. Law Inst. & Unir. Law Comm’~ 2011).

193. See, e.g., Fair Credit and Charge Card Disclosure Act, 15 U.S.C.
§ 1637(c)-(g); Credit Card Accountability Responsibility and Disclosure Act
of 2009, Pub. L. No. 111-24, 123 Stat. 1734 (codified in sections of 16
U.S.C).

194. See, e.g., ALa. CopE § 8-1-190 (2001); CaL. Bus. & Pror. Cobk § 16600
(Dearing 2007); CoLo. Rev. StaT. ANN. §§ 8-2-113, 8-2-113(3) (West 2002);
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Future prohibitions might target terms that consumer advo-
cates have already raised concerns about, such as arbitration
agreements that do not allow the consumer to seek class-wide
relief!95 and liability waivers.196

The biggest limitations to this regulatory approach con-
cern identifying the terms that deserve to be barred and keep-
ing up with evolving market practices.!®7 Distinguishing ac-
ceptable and exploitative market conduct is one of the most
difficult tasks that governments have had to perform when it
comes to protecting consumer welfare. Courts, in particular,
have struggled mightily to provide coherent explanations for
what makes a contractual term unconscionable.19® Legislatures
and administrative bodies, on the other hand, have not come
up with a reliable methodology for forecasting whether a law
will generate welfare gains for consumers that are sufficient to
offset any potential damage they cause to markets.!9® These
difficulties will not disappear in the digital era and will con-
tinue to constrain this type of regulatory response. Making the
task of policing specific terms even more difficult is the ever-
evolving nature of consumer markets. A regulatory bar on cer-
tain terms is likely to inspire firms to create new provisions
that allow them to recapture the benefits that the now-banned
terms granted them.

MicH. Comp. Laws ANN. § 455.774a (West 2002); Or. Rev. Stat. § 653.295
(2013).

195. See, e.g., Leslie, supra note 45.

196. See, e.g., Albert H. Choi & Kathy E. Spier, Should Consumers Be Permitted
To Waive Products Liability? Product Safety, Private Contracts, and Adverse Selec-
tion, 30 J.L. Econ. & Orc. 734 (2014).

197. Political capital constraints are also a very real barrier to these types
of laws being passed. Such concerns are outside the scope of this Article,
which is focused on identifying the structural limitations of different regula-
tory measures.

198. See David. S. Schwartz, Enforcing Small Print To Protect Big Business: Em-
ployee and Consumer Rights Claims in an Age of Compelled Arbitration, 1997 Wis.
L. Rev. 33, 105-15.

199. Some have argued that substantive regulation of this type can harm
markets by restricting firms’ abilities to create maximally efficient contracts.
As a whole, these arguments seem underwhelming because, even if a law
forces firms to bear certain costs, there will usually be nothing preventing
businesses from adjusting their prices to account for these additional costs.
Unless there are reasons to believe that it costs more for firms to bear these
costs, the increase in cost to consumers should simply reflect a contingent or
tacit cost they would bear absent regulation.
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The digital revolution could help regulatory bodies over-
come some of the traditional difficulties associated with
prohibiting the use of certain terms in consumer contracts.
For instance, if the state created a platform for consumer activ-
ism, it could use it to collect information from citizens about
abusive terms at minimal cost. While individuals’ opinions may
not be a foolproof means for identifying every problematic
commercial practice, they would give regulators data on whom
their actions would benefit and on public support for different
reforms.

Another way the state could prevent firms from wielding
disproportionate power over consumers is by barring price
and term discrimination. As described above, digital technolo-
gies will allow businesses to tailor their sales to individual con-
sumers.?° While customized deals are not inherently bad for
consumers, firms’ economic interests will lead them to use
their abilities to extract the greatest possible amount of value
from consumers. The shift from uniformity to customization
will inflict significant welfare losses on many consumers.

The most obvious way to prevent these problems would be
to enact laws that directly prohibit businesses from engaging
in this type of conduct. Federal laws already proscribe price
discrimination in certain commercial contexts.2°! The scope
of existing prohibitions, however, is limited and the federal
government has shown little interest in prosecuting firms that
violate these laws.2°2 Laws could be passed that unambiguously
proscribe companies from charging customers different prices
for the same products.

Because customization of the terms of a deal can be bene-
ficial to consumers, a similar prohibition against firms offering
customers different contractual terms would be a bad idea.2%?
Hence, the state would have to implement different types of
reforms to prevent exploitative term discrimination. One way

200. See discussion supra Section IL.C.

201. See Robinson—Patman Act of 1936, 15 U.S.C. § 13(a) (2016).

202. HErBERT HOVENKAMP, FEDERAL ANTITRUST PoLicy: THE Laws or Com-
PETITION AND ITs PracTicE § 14.6 (4th ed. 2011) (noting the federal govern-
ment’s limited enforcement of the Act).

203. There are many legitimate, non-exploitative reasons that the terms of
sale might vary from one customer to another—varying levels of interest in
extended warranties, different preferences concerning willingness to arbi-
trate claims, etc.
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of achieving this reform would be to bar companies from us-
ing certain types of personal information to vary the terms of
their offers. Others would be to require that businesses dis-
close the methodology they use to tailor their offers, provide
customers with both tailored and standardized offers, or ob-
tain consumers’ consent for every term that varies from deal to
deal.

While these types of reforms could prevent firms from dis-
criminating among customers in exploitative ways, it will be
difficult for governmental bodies to create rules that prohibit
undesirable behaviors without being overbroad. While pro-
scribing price discrimination would be relatively uncompli-
cated in certain contexts—Ilike a flat prohibition on charging
customers different prices for a standardized commercial
good—it would be difficult in many others. For instance, how
could one determine when a company is engaging in illicit
price discrimination by charging different prices for custom-
ized goods or personal services? In these types of commerce, it
is possible that there are legitimate justifications for price dif-
ferentials. Price variances could reflect differences in the costs
a business incurs in performing its end of a bargain. Laws that
cannot adequately distinguish between legitimate and illegiti-
mate forms of price discrimination would have deleterious ef-
fects on markets.

A final approach to restraining commercial entities fo-
cuses on limiting the extent to which businesses can collect
and use consumer data. The digital era will drastically expand
companies’ access to consumer data. This data, along with ad-
vances in analytics and hardware, will allow businesses to pro-
file individuals, and tailor their marketing and sales practices
to take advantage of consumers’ psychological vulnerabili-
ties. 204

While barring specific terms from consumer contracts or
restricting companies’ abilities to vary their terms of sale across
consumers addresses these concerns in the sales context, these
actions would not affect exploitative advertising practices. One
way the state could protect consumers in this area is by limit-
ing the types of consumer information that companies are al-
lowed to possess. Curtailing their access to this data could pre-
vent firms from learning about individuals’ cognitive weak-

204. See discussion supra Section II.C.
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nesses and would undermine companies’ efforts to prey on
these vulnerabilities. Rather than attempt to define classes of
consumer data that are off limits, it would make sense for the
government to specify narrow categories of information that
firms can collect and use.?°> Demographic data like age and
sex, for instance, might be permitted, while data that would
allow businesses to draw conclusions about individuals’ psycho-
logical characteristics would not.2%6

The primary difficulty that this form of regulation would
have to overcome is drawing the line between permissible and
impermissible forms of data collection and analysis. Even
though some uses of consumer data enable unfair exploitation
of individuals’ vulnerabilities, other uses confer benefits on
consumers. For example, a company could use profiling in ad-
vertising to selectively present consumers with pitches tailored
to their subconscious preferences or, alternatively, to ensure
that consumers only see advertisement for products that they
might actually be interested in. The former strikes most as ob-
jectionable, but the latter does not. It is unclear whether one
could design a rule that prohibits the former without imped-
ing the latter. Further complicating this issue is the fact that
the types of information that support beneficial innovation
likely vary across industries, limiting the usefulness of across-
the-board rules about the types of information companies can
possess.

The balkanized way that federal and state governments
have traditionally approached consumer protection issues is
poorly suited to preventing consumer exploitation in the digi-
tal era. Technological advances have created a panoply of new
ways for firms to take advantage of individuals. Most of these
tactics are not unique to individual industries and could be
employed by businesses in most, if not all, fields. Hence, opti-
mal regulatory responses will affect consumer markets as a
whole, with sector-specific laws and regulations playing a sec-
ondary role.

205. Such an approach resembles the community rating rules imposed on
health insurers in the Patient Protection and Affordable Care Act of 2010.
See 42 U.S.C. § 300gg (2015).

206. Some have argued that restrictions on the types of data that firms can
collect and analyze constitute violations of the First Amendment. For an
overview of these contentions and reasons why such laws should not be con-
sidered unconstitutional, see Calo, supra note 15, at 1034—40.
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Although uncommon in the modern era, market-wide
regulatory measures are not unprecedented. The FTCA, states’
mini-FTC acts, and many of the regulations promulgated by
federal and state consumer protection agencies have prohib-
ited conduct across all industries. The reforms needed to keep
consumer markets healthy in the digital era should be
modeled after these laws and will need to draw upon the same
sources of political support that enabled their enactment.

While it will be impossible to completely stop firms from
using technological advances to gain power over consumers,
there are a number of actions that the government should
take to preserve market health and protect individuals. First,
the state should prohibit conduct that unfairly disadvantages
consumers. Companies should be barred from intentionally
manipulating consumer review information, proscribed from
using commercially unreasonable contractual terms, and lim-
ited in the extent to which they can collect and use individu-
als’ data. Second, the government should take steps to bolster
consumers’ power. This could occur through providing infra-
structure or other resources to consumer activist movements
and by helping to ensure that the mechanisms by which
reputational forces check business practices are not compro-
mised. By enacting these types of reforms, the state could help
ensure that technological change does not lead to massive
consumer disempowerment and, by doing so, prevent market
instability.

CONCLUSION

Once one recognizes the extent to which the digital
revolution will change commercial markets, the need for regu-
latory changes becomes apparent. Preoccupation with the ways
in which technological advances enhance consumers’ capabili-
ties might lead one to think that governmental interventions
will be less necessary in the world of online markets. Actual
consumer and firm behavior during the current transitional
period, however, does not appear to support this conclusion.
While technological advances have granted individuals new
means for combatting certain forms of exploitative behavior,
their extent to which they have empowered consumers has
been limited. These innovations have also enhanced firms’ ca-
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pabilities and, in doing so, introduced new threats to consum-
ers’ interests.

While scholars and policymakers have studied the tactics
businesses use to gain leverage over consumers, too little atten-
tion has been paid to analyzing how larger societal develop-
ments will affect these practices. As digital worlds become
more central to individuals’ lives, it becomes increasingly likely
that new forms of exploitative conduct will emerge. For exam-
ple, increased access to information has caused consumers to
grow increasingly dependent on reputational information and
created strong incentives for private firms to manipulate such
data.

Businesses must constantly adopt new practices to remain
competitive in markets. Similarly, regulatory bodies and those
concerned about individuals’ welfare must also look to evolve
and innovate. As markets enter into the digital era, there must
be a greater emphasis on tracking private sector efforts to ex-
ploit consumers and implementing regulatory responses that
foster healthy markets.



